AUTHENTICATED 
US. GOVERNMENT 
INFORMATION ^ 


OVERVIEW OF SECURITY ISSUES IN 
EUROPE AND EURASIA 


HEARING 

BEFORE THE 

SUBCOMMITTEE ON EUROPE AND EURASIA 

OF THE 

COMMITTEE ON FOREIGN AFFAIRS 
HOUSE OF REPRESENTATRH]S 

ONE HUNDRED TWELETH CONGRESS 

FIRST SESSION 


MAY 5, 2011 


Serial No. 112-44 


Printed for the use of the Committee on Foreign Affairs 



Available via the World Wide Web: http://www.foreignaffairs.house.gov/ 


U.S. GOVERNMENT PRINTING OFFICE 
66-174PDF WASHINGTON : 2011 


For sale by the Superintendent of Documents, U.S. Government Printing Office 
Internet: bookstore.gpo.gov Phone: toll free (866) 512-1800; DC area (202) 512-1800 
Fax: (202) 512-2104 Mail: Stop IDCC, Washington, DC 20402-0001 


COMMITTEE ON FOREIGN AFFAIRS 

ILEANA ROS-LEHTINEN, Florida, Chairman 


CHRISTOPHER H. SMITH, New Jersey 

DAN BURTON, Indiana 

ELTON GALLEGLY, California 

DANA ROHRABACHER, California 

DONALD A. MANZULLO, Illinois 

EDWARD R. ROYCE, California 

STEVE CHABOT, Ohio 

RON PAUL, Texas 

MIKE PENCE, Indiana 

JOE WILSON, South Carolina 

CONNIE MACK, Florida 

JEFF FORTENBERRY, Nebraska 

MICHAEL T. McCAUL, Texas 

TED POE, Texas 

GUS M. BILIRAKIS, Florida 

JEAN SCHMIDT, Ohio 

BILL JOHNSON, Ohio 

DAVID RIVERA, Florida 

MIKE KELLY, Pennsylvania 

TIM GRIFFIN, Arkansas 

TOM MARINO, Pennsylvania 

JEFF DUNCAN, South Carolina 

ANN MARIE BUERKLE, New York 

RENEE ELLMERS, North Carolina 

VACANT 


HOWARD L. BERMAN, California 
GARY L. ACKERMAN, New York 
ENI F.H. FALEOMAVAEGA, American 
Samoa 

DONALD M. PAYNE, New Jersey 
BRAD SHERMAN, California 
ELIOT L. ENGEL, New York 
GREGORY W. MEEKS, New York 
RUSS CARNAHAN, Missouri 
ALBIO SIRES, New Jersey 
GERALD E. CONNOLLY, Virginia 
THEODORE E. DEUTCH, Florida 
DENNIS CARDOZA, California 
BEN CHANDLER, Kentucky 
BRIAN HIGGINS, New York 
ALLYSON SCHWARTZ, Pennsylvania 
CHRISTOPHER S. MURPHY, Connecticut 
FREDERICA WILSON, Florida 
KAREN BASS, California 
WILLIAM KEATING, Massachusetts 
DAVID CICILLINE, Rhode Island 


Yleem D.S. Poblete, Staff Director 
Richard J. Kessler, Democratic Staff Director 


Subcommittee on Europe and Eurasia 


DAN BURTON, Indiana, Chairman 


ELTON GALLEGLY, California 
GUS M. BILIRAKIS, Florida 
TIM GRIFFIN, Arkansas 
TOM MARINO, Pennsylvania 
JEAN SCHMIDT, Ohio 
TED POE, Texas 


GREGORY W. MEEKS, New York 
ELIOT L. ENGEL, New York 
ALBIO SIRES, New Jersey 
THEODORE E. DEUTCH, Florida 


(II) 



CONTENTS 


Page 

WITNESSES 

The Honorable Daniel Benjamin, Coordinator for Counterterrorism, U.S. De- 
partment of State 8 

Mr. Mark Koumans, Deputy Assistant Secretary-International Affairs, U.S. 

Department of Homeland Security 23 

Gary J. Schmitt, Ph.D., resident scholar and director of Advanced Strategic 

Studies, American Enterprise Institute 40 

Ms. Sally McNamara, senior policy analyst, European Affairs, Margaret 
Thatcher Center for Ereedom, The Heritage Foundation 54 

LETTERS, STATEMENTS, ETC., SUBMITTED FOR THE HEARING 

The Honorable Dan Burton, a Representative in Congress from the State 
of Indiana, and chairman. Subcommittee on Europe and Eurasia: Prepared 

statement 4 

The Honorable Daniel Benjamin: Prepared statement 11 

Mr. Mark Koumans: Prepared statement 26 

Gary J. Schmitt, Ph.D.: Prepared statement 43 

Ms. Sally McNamara: Prepared statement 57 

APPENDIX 

Hearing notice 78 

Hearing minutes 79 

Questions submitted for the record to the Honorable Daniel Benjamin and 

Mr. Mark Koumans by the Honorable Dan Burton 80 

Questions submitted for the record to the Honorable Daniel Benjamin and 
Mr. Mark Koumans by the Honorable Ted Poe, a Representative in Con- 
gress from the State of Texas 86 


(III) 




OVERVIEW OF SECURITY ISSUES IN EUROPE 
AND EURASIA 


THURSDAY, MAY 5, 2011 

House of Representatives, 

Subcommittee on Europe and Eurasia, 

Committee on Foreign Affairs, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 2:30 p.m., in room 
2200, Rayburn House Office Building, Hon. Dan Burton (chairman 
of the subcommittee) presiding. 

Mr. Burton. First of all, welcome to everybody. We are going to 
be starting here pretty close to on time. I think some of my Demo- 
crat colleagues found out that we were getting out early today, and 
I think they have all hit the airports. So I hope they show up, and 
we may have a few more of my Republican colleagues be here. 

The purpose of today’s hearing is to provide subcommittee mem- 
bers with a broad overview of security issues in Europe and Eur- 
asia. Terrorism remains the biggest threat to the collective security 
of the transatlantic community. As a result, the goal of this hearing 
is to assess the status of cooperation between the United States 
and the countries and organizations within the jurisdiction of this 
subcommittee in regards to counterterrorism. 

Last Sunday night, the world learned that an elite American unit 
had killed Osama bin Laden. This is a strategic victory for the 
United States, our European allies, and the rest of the free world. 
I would like to personally congratulate the Bush and Obama ad- 
ministrations, including the witnesses here before us, today, as 
well as the intelligence community, our diplomats and law enforce- 
ment; but most importantly, I would like to thank all of our men 
and women in uniform, especially those in the Unit 6 that did such 
a great job under great stress. 

Great risk and relentless resolve on their part produced this 
great victory. 

The events of last Sunday inevitably remind us of the tragedy of 
September the 11th, 2001. Those we lost that day remain in our 
hearts and our minds. However, we must also recognize that due 
to the vigilance of the American troops, law enforcement officers, 
and ordinary citizens, the mass murderer behind the attacks of 
9/11 was unable to strike the United States again before we got 
him. 

We may never know all of the details about the operation which 
led to the death of bin Laden. We do know that civilian and mili- 
tary elements of the United States Government worked with inter- 
national partners, for years, to track him down. We are here to 
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learn more about, and to encourage, such counterterrorism coopera- 
tion. Specifically, we seek to strengthen ongoing efforts with our 
European and Eurasian allies, including the sharing of informa- 
tion, resources and successful practices. 

Counterterrorism cooperation is working in Afghanistan. Our Eu- 
ropean allies have made and continue to make significant contribu- 
tions to the International Security and Assistance Force. Our Eur- 
asian and Central Asian partners also assist, either by deploying 
troops or allowing the transport of essential supplies through their 
territory, as part of the Northern Distribution Network. 

I was pleased to read this week that Kazakhstan ratified an 
agreement that formalizes the arrangements, under which thou- 
sands of flights have crossed Kazakh airspace since 2001. Such con- 
tributions are essential and must continue. Our mission in Afghan- 
istan is not yet complete. 

Counterterrorism cooperation with our European and Eurasian 
allies must be global in scope. Today, I am interested in hearing 
how the United States is working with European and Eurasian al- 
lies to address the threat posed by al-Qaeda in the Arabian Penin- 
sula, former A1 Shahaab on the Horn of Africa, as well as other 
goofs that may be operating within this subcommittee’s jurisdic- 
tion, including the Caucasus and Central Asia. 

The United States can learn from the approaches taken by our 
European allies. I am particularly interested in how our allies ap- 
proach counterterrorism and share successful practices. For in- 
stance, the United Kingdom and the Netherlands have imple- 
mented programs that work with communities to counter 
radicalization. It would be helpful to understand how officials from 
the Department of Homeland Security, posted at our Embassies in 
capitals throughout Europe and Eurasia, can bring such innovative 
practices here, to Washington. So I am hoping you will address 
that when we hear your testimony. 

Terrorism threatens not only our lives but our way of life. I hope 
that our witnesses will describe the administration’s efforts and the 
efforts of our European and Eurasian partners to balance security 
concerns with the need of robust transatlantic trade and tourism. 
Trade with Europe and Eurasia is vital to the American economy 
and supports hundreds of thousands of American jobs across all 50 
States. This trade must continue. Thus, I look forward to hearing 
about initiatives such as the Visa Waiver Program that seek to pro- 
vide access to the United States and American markets in return 
for commonsense precautions. 

I am in favor of expanding this program to include additional 
qualifying European partners as well as historic allies such as Tai- 
wan. And I was just in Taipei recently, and they made the case 
that we ought to recognize them for this program. 

To foster trade, the United States has assigned our hopes to sev- 
eral additional elements with our European and Eurasian partners. 
For example, negotiations continue with the European Union on a 
renewed passenger name record agreement. It is my hope that such 
an agreement will deepen mutual trust and bolster confidence 
across the Atlantic. Our common security and prosperity depend on 
us working together. 
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And finally, we must look at terrorism in the context of events 
that are taking place in the Middle East, North Africa, which some 
have called the “Arab Spring.” Al-Qaeda’s role in these uprisings 
has been nominal so far. Instead, the American ideals of freedom, 
democracy, and opportunity have inspired many. 

However, I am concerned that these uprisings could create an 
opening — and I hope you’ll address this — an opening for radical 
groups such as Hamas and the Muslim Brotherhood to increase in- 
fluence or even acquire a base in the region, a country from which 
they could threaten the United States, Israel, and our European al- 
lies across the Mediterranean. 

It is important to understand that these radical groups do not 
have to convert people to their twisted version of Islam in order to 
gain support. Instead, Hamas and the Muslim Brotherhood have a 
record of mobilizing resources collected abroad to provide goods and 
services, food aid, and medical care to those who would otherwise 
not have access to such necessities. 

The United States and our European allies must take action 
against such a strategy. We have a tendency to think of this Arab 
Spring as one event; however, the situation in each of these coun- 
tries is different. The events in Libya have not mirrored those in 
Egypt, and Syria presents different challenges then Yemen. 

I am interested in the witnesses’ assessment of what we are 
doing to support moderate democratic forces in each country. I am 
also interested in how these uprisings, each individually, impact 
the United States counterterrorism strategy and cooperation with 
European and Eurasian allies. 

The death of Osama bin Laden marked a major victory. But let 
us be clear: The fight is far from over. The United States and our 
allies must stay committed to the counterterrorism mission in Af- 
ghanistan and around the world. This subcommittee will do what 
it can to help. We will continue to focus on terrorism, and we will 
examine it from all angles. And we will be traveling extensively 
throughout Europe to find out what our allies feel about all of 
these issues. 

I want to thank our witnesses and members for participating in 
this hearing, and I look forward to a productive discussion. 

[The prepared statement of Mr. Burton follows:] 
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Remarks of the Honorable Dan Burton, Chairman 
Subcommittee on Europe and Eurasia 
Committee on Foreign Affairs 
U.S. House of Representatives 

Hearing on: “Overview of Security Issues in Europe and Eurasia” 
May 5, 2011 


Tlic purpose of today's hearing is to provide subconunittee members with a broad overview of 
security issues in Europe and Eurasia. Terrorism remains the biggest threat to the collective security' of 
the transatlantic community. As a result, the goal of this hearing is to assess the status of cooperation 
between the United States and the countries and organizations within the jurisdiction of this 
Subcommittee in regard to Counterterrorism. 

Last Sunday night, the world learned that an elite American unit has killed Osama bin Laden. 

This is a strategic victory for the United States, our Eiiropeiui allies and die rest of the free world. I would 
like to personally congratulate the Bush and Obama Administrations — including the witnesses before 
us — as well as die intelligence community, our diplomats and law enforcement. Most importantly, 1 
would like to dimilv all of our fighting men and women in uniform. Great risk and rclendess resolve on 
their part produced this great victory. 

Tlie events of last Sunday inevitably remind us of the tragedy of September 11'^ 2001. Those we 
lost that day remain in our hearts and minds. However, we must also recognize that due to the vigilance 
of the American troops, law enforcement officers and ordinary' citizens, die mass murderer behind die 
attacks of September 1 1'^’ was unable to strike the United States again before we got him. 

We may never know all of the details of the operation which led to the death of bin Laden. We 
do know that civilian and military' elements of die United States Government worked with international 
partners, for years, to track bin Laden down. We are here to learn more about — and to encourage — such 
counterterrorism cooperation. Specifically, we seek to strengthen ongoing efforts with our European and 
Eurasian allies, including the sharing of infoniiation, resources mid successful practices. 

Counterterrorism cooperation is worldng in Afghanistan. Our European allies have made and 
continue to mtdee significant contributions to the International Security and Assistance Force. Our 
Eurasian and Central Asian partners also assist, either by deploying troops or allowing the transport of 
essential supplies througli their tcrritoiy as part of die Northern Distribution Network. 1 was pleased to 
read this week diat Kazddistan ratified mi agreement that formalizes the arrangements under which 
thousands of flights have crossed Kazakh airspace since 200 1 . Such contributions are essential and must 
continue. Our mission in Afghanistan is not yet complete. 

Counterterrorism cooperation with our European and Eurasian allies must be global in scope. 
Today, 1 am interested to hear how' the United States is working widi Europcmi mid Eurasimi allies to 
address the direat posed by al Qaida in the Arabimi Peninsula, from al Shabaab in die Horn of Africa as 
well as from other groups that may be operating within this Subcommittee's jurisdiction including in the 
Caucuses and Central Asia. 

Tlie United States can learn from the approaches taken by our European partners. T am 
particularly interested in how our allies approach counterterrorism and share successful practices. For 
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instance, the United Kingdom and the Nedierlmids have implemented programs that work with 
communities to counter radicalization. It would be helpful to understand how officials from the 
Department of Homeland Security posted at our embassies in capitals throughout Europe and Eurasia can 
bring such innovative practices back to Washington. 

Terrorism threatens not only our lives but our way of life. 1 hope that our witnesses will describe 
the Administration's efforts and die efforts of our European and Eurasian partners to balance security 
concerns with the need for robust transatlantic trade and tourism. Trade with Europe and Eurasia is vital 
to the Americmi economy and supports hundreds of tliousands of American jobs across all fifty states. 
This trade must continue. Thus, I look forward to hearing about initiatives such as the Visa Waiver 
Program that seek to provide access to the United States and American markets in return for common 
sense precautions. 1 am in favor of expanding this program to include additional qualify ing European 
partners as well as historic allies such as Taiwan. 

To foster trade, the United States has signed or hopes to sign several additional agreements widi 
our European and Eurasian partners. For example, negotiations continue with the European Union on a 
renewed Passenger Name Record agreement. It is my hope that such an agreement will deepen mutual 
trust and bolster confidence across the Atlantic. Our common security — and prosperity — depend on 
working together. 

Finally, we must look at terrorism in the context of the events taking place in the Middle East and 
North Africa that some have called the ''Arab Spring.'' A1 Qaida's role in these uprisings has been 
nominal so far. Instead, the American ideals of freedom, democracy, and opportunity have inspired 
many. 


However. I am concerned that these uprisings could create an opening for radical groups such as 
Hamas and the Muslim Brodicrhood to increase influence or even acquire abase in the region — a country 
from which they- could threaten the United States, Israel and our European allies across the 
Mediterranean. It is important to understand that these radical groups do not have to convert people to 
their twisted version of Islam in order to gain support, histcad, Hamas and the Muslim Brotherhood have 
a record of mobilizing resources collected abroad to provide goods and services — food aid and medical 
care — to those who would otherwise not have access to such necessities. The United States and our 
European allies must talce action against such a strategy'. 

We have a tendency to think of this "Arab Spring" as one event. However, the situation in each 
of these countries is different. The events in Libya have not mirrored those in Egypt, and Syria presents 
different challenges tlimi Yemen. I am interested in tlie witnesses' assessment of what we are doing to 
support moderate, democratic forces in each country\ I am also interested in how these uprisings each; 
individually impact the United States’ counterterrorism strategy and cooperation with European and 
Eurasian allies. 

Tlic dcadi of Osmna bin Laden marked a major victory — but let us be clear: die fight is not over. 
The United States and her allies must stay committed to the counterterrorism mission in Afghmiistan and 
around the world. This Subcommittee will do what it can to help. We will continue to focus on terrorism 
and will examine it from all angles. 1 want to thank our witnesses and Members for participating in this 
hearing and 1 look forward to a productive discussion. 
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Mr. Burton. Now, my minority member is not here, so I will rec- 
ognize Mr. Poe of Texas for his remarks. 

Mr. Poe. Thank you, Mr. Chairman. 

Like many Americans, I am worried that Pakistan is not as good 
a friend as we think they are, at least as much as they claim they 
are a friend of the United States. Capturing Osama bin Laden was 
a great moment in not only our history, but world history. But it 
also revealed how unstable our relationship is with Pakistan. 
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I, too, want to commend those that were involved in this oper- 
ation, the President, for making the decision to go and take out 
Osama bin Laden in his compound, all of the intelligence agencies, 
and especially, the Navy SEALs. Osama bin Laden has met his 
maker, and I appreciate the Navy SEALs for arranging the meet- 
ing. 

Let’s look at the facts. Bin Laden was hiding in a city just miles 
from the capital city of Pakistan. His house was a massive million 
dollar compound, eight times the size of surrounding houses, had 
15-foot high walls, had barbed wire. Once in, we can now see that 
the compound had been built especially for Osama bin Laden and 
his hideaway or hideout. 

And perhaps the worst thing of all, the compound was just a 
stone’s throw away from the West Point of Pakistan. It would be 
like John Dillinger living across the street from the EBI building 
down the street, and the EBI not knowing about it. It is very per- 
plexing that Pakistan claims they were unaware. Even the admin- 
istration shares those suspicions. The CIA Director, Leon Panetta, 
asserted that Pakistan had not done enough to bring Osama bin 
Laden to justice; now saying that “There is total mistrust between 
the United States and Pakistan.” Those are strong words from the 
person who is the CIA director. 

John Brennan, the Deputy National Security Adviser for Home- 
land Security and Counterterrorism, said it is inconceivable that 
Osama bin Laden had not a support system to help him inside of 
Pakistan. 

And, also, a year ago, U.S. Secretary of State Hillary Clinton, fol- 
lowing a trip to Pakistan, said in an interview with Eox News that 
elements within the Pakistani State know the whereabouts of the 
al-Qaeda chief 

So it seems to me that Pakistan was totally incompetent in their 
security operations, or they knew of the location of Osama bin 
Laden and hid him out. If Pakistan was active in helping Osama 
bin Laden hide from us, I certainly don’t think that we should be 
giving them $3 billion of American aid. It doesn’t seem to make us 
any safer to give American money to a country that may be playing 
both sides of the field. 

I have introduced the Pakistan Eoreign Aid Accountability Act 
which freezes any foreign aid to Pakistan until the Secretary of 
State can certify to Congress that Pakistan was not aware of bin 
Laden’s location. In other words, did Pakistan give bin Laden sanc- 
tuary? They have the opportunity to make their case or not make 
it before we give them any more money. 

America just wants some answers. Where do we stand, where 
does Pakistan stand with the United States? President Bush stated 
in his joint session to Congress after 9/11, to our allies, that you 
are either with us or you are with the terrorists. And I would like 
to know where Pakistan is in that group. There is no middle 
ground. 

I would also like to know what is going on with the MEK Eoreign 
Terrorist Organization (ETO) designation. Over 230 days ago, a 
Eederal court ruled the State Department did not give the MEK 
due process when it decided to keep the MEK on the ETO list. The 
law states that reviews are to take place within 180 days should 
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a group appeal its designation. It has been past 120 days. It is now 
230 days. 

During this time, the MEK has been attacked by the Iraqi mili- 
tary. UNAMI has confirmed that the Iraqi soldiers killed 34 resi- 
dents at Camp Ashraf — 34 residents, I might add, that have yet to 
be buried — ^yet to be buried because the Iraqis refuse to allow them 
to be buried. High-ranking public officials in the Iraqi regime re- 
peatedly cite the U.S. terrorist designation as their justification for 
treating the residents of Camp Ashraf so harshly. 

Two battalions that invaded on April 8th are still in Camp 
Ashraf Iraqi troops will not let residents bury the dead, as I men- 
tioned. They also won’t let anyone come in for regular visits. U.S. 
representatives have not instigated an investigation. The U.N. has 
not instigated an investigation. And, of course, Iraq has not. Of 
course we wouldn’t expect those people responsible for the action 
to instigate an investigation. 

And, all of this to me, seems to be compounded and made more 
difficult because the State Department just won’t take a position on 
the MEK. It is like we say in Texas, it is time to fish or cut bait. 
Either keep them on the list or take them off the list, but make 
a decision. Of course, I think the evidence points to the fact that 
they should be taken off the list. But this delay, delay, delay, not 
being able to make a decision for whatever reasons, is, I think, a 
problem that the State Department can resolve, and it is within 
the State Department’s power to resolve that matter. 

So those are some questions and concerns that I have, and I 
would hope that these can be answered. I have introduced H. Res. 
60, which urges the Secretary of State to take the MEK off the 
ETC list. We have 65 bipartisan colleagues, who agree with that, 
and who have signed on as cosponsors. I would hope the State De- 
partment can make a decision before this bill gets before this com- 
mittee and on the House floor. 

Thank you, Mr. Chairman. I yield back the rest of my time. 

Mr. Burton. Let me state to my witnesses before I yield to my 
colleague from Arkansas, I know that you are here to talk about 
Europe and Eurasia, and Pakistan and the issues that were just 
raised by my colleague are under the Middle East Subcommittee’s 
purview. But, I hope you will address those issues, because I share 
his concern about everything he said, and I agree with all of them. 
So as much as is humanly possible, I hope that you will include 
those in your thoughts and remarks when we get to the questions. 

With that, I will yield to Mr. Griffin, my old buddy from Arkan- 
sas. 

Mr. Griffin. Thank you, Mr. Chairman. 

Eirst of all, I want to say thank you for holding this hearing, and 
thank you to the witnesses for coming. 

I think that this topic is as relevant, or more relevant than ever, 
in the wake of the killing of Osama bin Laden. 

What I am particularly interested in — and maybe I can get to fol- 
low up with some questions, but I want to throw this out there so 
the witnesses will maybe be able to address this in the context of 
the other questions — is the impact that a leaderless al-Qaeda has 
on the disparate terror cells that are spread throughout the Euro- 
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pean continent and what, if any, changes we might see in terms 
of an increased threat or decreased threat. 

I could make the case, in the absence of one leader, that there 
could be an increased threat and increased independence of the dis- 
parate groups that are on the European continent. So I just ask 
you to keep that in mind. And, if you could address that, I would 
appreciate it. 

Thank you. I look forward to hearing your testimony. 

Thank you, Mr. Chairman. 

Mr. Burton. Now we will hear from my colleague from Ohio, Ms. 
Schmidt. 

Mrs. Schmidt. In the interest of time, I am going to pass. 

Mr. Burton. She yields back her time. Let me introduce our wit- 
nesses here today. 

I want to thank you both for being here and thank you for your 
patience. 

Daniel Benjamin was sworn in as Coordinator for Counterter- 
rorism at the Department of State with the rank of Ambassador at 
Large on May 28, 2009. From 1994 to 1999, Mr. Benjamin served 
on the National Security Council staff, and in 1994 to 1997 he 
served as foreign policy speechwriter and special assistant to Presi- 
dent Clinton. Before entering the government, Mr. Benjamin was 
a foreign correspondent for Time Magazine and the Wall Street 
Journal. 

That must have been an interesting switch when you went from 
Time Magazine to the Wall Street Journal. Someday, I would like 
to talk to you about that. 

Mark Koumans is Deputy Assistant Secretary for International 
Affairs at the Department of Homeland Security. Mr. Koumans is 
responsible for coordinating the department’s international pro- 
grams and policy to achieve the Secretary’s international strategic 
objectives. Mr. Koumans has previously served as director for Euro- 
pean and multilateral affairs in the Department of Homeland Secu- 
rity, Office of International Affairs, from June 2007 to August 
2008. Prior to joining DHS in June 2007, Mr. Koumans served for 
17 years in the U.S. Foreign Service. 

So welcome to you both, and we will recognize you. Ambassador 
Benjamin. If your statement is going to be excessively long, we will 
accept it for the record but we will give you as much time as we 
think is reasonable. 

STATEMENT OF THE HONORABLE DANIEL BENJAMIN, COOR- 
DINATOR FOR COUNTERTERRORISM, U.S. DEPARTMENT OF 

STATE 

Ambassador Benjamin. Thank you very much. Chairman Burton 
and distinguished members of the committee. I have submitted tes- 
timony for the record that provides additional detail of the U.S. 
counterterrorism cooperation with Europe and Eurasia. 

I want to thank you for the opportunity to appear before you 
today. And, I must say, it is a great pleasure to testify during the 
week when the United States has achieved a historic success 
against al-Qaeda. Osama bin Laden’s death is a victory for the 
United States and for all human beings who seek to live in peace, 
security and dignity. 
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And, sir, you mentioned my service on the National Security 
Council for the last 2 years of that time. I was director for 
transnational threats and was there when bin Laden issued his fa- 
mous fatwa calling for the deaths of Americans everywhere, and 
when our Embassies were blown up. So, for me, this has great per- 
sonal significance. 

I should underscore, though, that this is by no means the end of 
our effort against al-Qaeda. While we have dealt a blow to al- 
Qaeda’s leadership, much of its activity has devolved to its affili- 
ates and much more work remains to be done. 

But as we approach the 10th anniversary of the 9/11 attacks, we 
should recognize that one of the unsung success stories of the pe- 
riod since that dark day has been the creation of an extraordinary 
global alliance against terror, one that operates out of the head- 
lines, but reliably, closely, and effectively to protect our citizens 
and innocents around the world. 

In the critical areas of intelligence and law enforcement, govern- 
ments have joined together time and again, and prevented real at- 
tacks, including ones planned against planes crossing the Atlantic 
and public transportation systems worldwide. 

Our European allies have responded extremely positively to this 
week’s development. And, in a public statement, the European 
Union paid tribute to our determination and underlined the close 
cooperation between the EU and the U.S. in counterterrorism ef- 
forts. 

But various statements by European governments also noted 
that al-Qaeda remains a serious threat. Europe very much remains 
a focus of terrorist plots. And, over the past year, we saw several 
attempted attacks by al-Qaeda and affiliated extremists in Den- 
mark, a first-ever suicide bombing in Scandinavia, and separatists 
group bombings on the Moscow metro and in the Russian North 
Caucuses. 

Our counterterrorism work with Europe spans the globe. We 
work with our NATO partners and ISAF on stability operations in 
support of the Government of Afghanistan. We have been working 
with our European allies, and others, in the Friends of Yemen proc- 
ess, and we are increasing our coordination with France and other 
European partners to constrain the environment, in which al- 
Qaeda in the Islamic Maghreb operates, by strengthening govern- 
ance in northern Mali and the capabilities of other regional part- 
ners. Such work helps us deny safe haven to terrorists, which is 
absolutely vital. 

To deal with the terrorist threat and identify individuals, who 
are preparing to commit violence, information sharing is absolutely 
essential. The United States and the EU are committed to fostering 
information sharing in cooperation in the prevention, investigation, 
and prosecution of terrorism-related offenses. We work on these 
issues through the United States Treasury’s Terrorist Finance 
Tracking Program, the Department of Homeland Security’s Pas- 
senger Name Record program, and Homeland Security Presidential 
Directive 6, known as HSPD-6. 

There have been some concerns raised in Europe about these 
programs. But we know that our approaches to protecting privacy 
have more similarities than differences, and, we share a strong 
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commitment to protecting civil liberties. I am confident that with 
goodwill on both sides and the common sense of resolve, we can 
achieve the common goals we seek. 

Another crucial aspect of our CT cooperation is our bilateral 
work with key partners to build CT capacity of other nations 
around the world. Our European allies from Russia in the east to 
the United Kingdom in the west, and from Italy in the south to the 
Netherlands and Denmark in the north, share our views on imple- 
menting strategic counterterrorism policies that focus on building 
the capacity of foreign partners and countering violent extremism 
to stem terrorist recruitment. 

While al-Qaeda and its affiliates are our highest priority in our 
CT diplomatic engagement, Hamas and Hezbollah also remain a 
major focus. We have been and will continue to work through bilat- 
eral channels to press our European allies to take more aggressive 
action to crack down on Hamas and Hezbollah’s fundraising at both 
the EU and member state levels, and I have made this a personal 
priority. 

In conclusion, the magnitude and breadth of the terrorist chal- 
lenge makes clear that no country or organization can defeat it 
alone and the United States will, indeed we must, continue to work 
closely with our partners around the world, especially our capable 
and willing European allies, to identify areas where further work 
remains to be done and how we can further collaborate ever more 
effectively. Only through such cooperation can we succeed. 

Thank you. And I look forward to your questions. 

[The prepared statement of Ambassador Benjamin follows:] 
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yj VnifVIlLNT FOR TllF/RFrOU 

AMBASSADOR DAMEf. BENJAAflN 
iL i/ORDiN AlORFOR COENTERTCRRORISM 

( Ol \ O R ( KRRORISAI COOPERATION I TH FCROPF, AMJ 

ECRASIA 

HOI SF, FOREIGN .AF FAIRS COMMITTFE 
SCBCOMMITTEF ON EUROPE AND El RASIA 

Thursday, May 5. 201 1 

j, - 2:30 pm _ __ 

Chairmat» Burton, Ranking Member Meeks, and Distinguished Members of the 
G'Omimttee: 

Thank you for the opportunity to appear before this Committee today, : It js a 
pleasure to testify: during a week when the United States has achieved a historic 
success against al-Qa’ida (AQ), 'fltis was an American operation, and those who 
perfcnried itwere Americans who deserve our greatest adrhiration for their bravery 
and their professionalism. Bin Laden ’s defeat is a victory for the United States and 
for all human being? who seek to live in peace, security, and dignity. He dedicated 
his life to destroying innocent lives and huraati. progress. His demise wiil 
altimately make the American people safer, and empower those around the world 
who seek to buiid- noi destroy. As Secretary Clinton said, “His’.ort. will record, 
tnat bin Laden's death came at a time of great :movemeiits toward freedom and 
democracy, at a time when the people across the Middle East and North Africa are 
vejecring the e.x.treniist narratives and chaTting a path of peaceful progress based on 
'jihvcrsa! riglits and aspirations.” 

This i.s by no means the end of our effort against AQ. While we have deah a blow 
■0 .AQ’.s leadership, much of its activity has devolved to its affiliates and rauci! 

-.w.ik -ernains M be done. .But as wc approach the leUn arm. eis. y o'f.' 

■■■ ■; . -...w.eo , v> ■: .should recogniT'c that one of the unsung sm ee.s- v.or ..s m i 

pen'ja rmcc dial dark day has been the creatioti of an exliacrdinaiy p!oi»l a!!:.iiicf 
,'igaiiist terror - ciic that operates out of the headlines but reliably, close'',, and 
effectively, to pi'oteci our citizens and itmoemts around the world. (' ooDcratioi! 
arorncl the 'a ot'.d lias been remarkable, parliGiilarly with our Ku roiicc n pe.rtne- a 
hTbidirig k.wTi) arsd tlie BU. In the critical area.? ofitifelligencc and law. 
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vn'hrcema.L gi'. ciniimas havejoinedtogetfaertiiiie and again -md prinenied real 
ks inc hic- nig ones planned against planes crossing the Allaniic and or public 
'raiispori sgsteras vs orldwide. When it comes to confronting terinrism in 

,, ...p . , .. ^ centrality of our partTicrali.p w.;:’. i n one. ■> 

v.f.rl. v,irb ilen'c-cradc allies who share our values and oar iiitercbis. 

VVf do so not east on the European continent but in many areas otdht globe, vpc 
v/ork '.tith L'ur NATO partners in International SeciiTity .Assistance Force ^rabdiii 
upctiiuons in support of the Goverament of Afghanistan. Tliese efforts help 
degrade liic msuigciicy, build the capability of the Afghan National Securify 
i at'.d i'acilitatc itup'-oveiiicius in govcmaiicc anti souio-ecnnoraic 
devclopinent for sustamable stability. We have been working with our European 
allies and others m the Friends of Yemen process. And we are increasing our 
coordination wiln i ranee and other European partners to consvrain ibe environment 
in which ai-Oahas in the isiamic Maglueb tAQLVI) operates b> .sirengtheiung 
got errance in Nortiictn .Mfi!i, Such work, helps us deny safe havens to terrorists. 
wfhich.is-’vitaJ, 

The ITnited States and El' are also committed to fostering information sharing and 
cooperation in the prevention, investigation, and prosecution of terrorism related 
offenses. European countries are making vita! contributions in the eFfort to combat 
terrorism by sharing key information, airesting members of terrorisi ceils, 
imerdictmg terrorist financing and logistics, and contributing to efforts m 
Afghanistan, and other key places around the w'oiid. 

European nation? ate active participants in several muliilatera' organizations that 
have p'.a'.ed an important roic in countering terrorism, including NATO, the 
OSC E, the F.Ll and the GS, All of these organizations have worked wit.h the 
United States to establish and implement counterterrorism best practices, build 
weak -but-willing states’ counterterrorism capabilities, and institutionalize 
eoimierten'orism measures globally. : - 

The "U is increasingly emerging as a critical player in European coiinteiterrorism 
j-.a i. .■„! do .nueh to build cap.acity in Enrcipe and elsewi-.cx- pi'i irN 
.lu- S'.u'.t‘s ei;cuur:ige,s HU elTorts (o develop and imj’ilenv r,t 

■ ■■ e s to uGU! C m, ' inhian; radicahs o;' icn'orist nssocia’cs wj-r. -. i.iv 

p’ar.mng attae’e? to be carried out in other countries. We support the continuing 
dev,_iopr,icn,t rp'iiert practices to improve the efficacy ofcountortcn'oriim efforts. 
Vv'e .-No 'rtok to -.oepernte with the EU on cybersecurity and combating \ toknl 

/ . urn' ■■ ;• ;hc inosi, recent U..S.-HU Summit 



Oiic . . a.r.aic o;':hL' L S. commitment to build and deepen parliiet ship's is, tht 2010 
‘ ' K .'j and theEiiropean Union of '1 ■ 

l oi.: '.lUC'.oriSiv. m the United States'and the EU reiterated our ’oiii'. 
voruiSLifliCi 1 to ibrge <i ciutable framework to counter terrorssre wrtliii; the fu e of 
Irv. T!',' 2o!0 Dctlaration, which Spain adTOcated’ for daring its prcsiecrcy, 
pinniia'-.eei! ecoperahon in border secuntyi coimtering terrorisr financios-, 
c/i*’ani. mg i je g!ooal non-proliferation regime, and promoting the coumcrte'Torsm 
A o; - o'" i!il UN- I he 2010 Declardtion also stressed that ar effeci.ve and 
i.om 5Tehcnsi>e approacli to diniinish tlie toagtertn, threat of violent evhen’isin i • < 

■ = v-'r.p>..-Pier.: c-t U S. ai.d hU eShiris to combat lcii«jL->T., [n t'n.s lespeel ifv 
201',! Dccla/iition acknowlvdged the imporlaiit role of civil society' to heip isolate 
terrorisn, as wcli as the importance of addressing tegiriinate concerns of minorities 
,d ■nrii', idufiN "cga'ding civi! rights and civil liberties. 

At the same time that we improve our collaboration with the EU, we also work 
bilaterally with key partners - Ixom Russia in the East to the UK in the West; from: 
Italy in the. South to rht Netherlands and the Scandinavian countiies in the North - 
to build the Capability of other nations around the world to take effectiye action 
against teiTOnsts. In tliis regai’d. our European allies very much share bar views on 
impiementiBg strategic counterterrorism policies that focas ori building the 
capacity of our fercign partners and countering radicalization that leads, to violefiee 
and violent extremism to stem terrorist recruitment. 

Of course, EHiopean countries remain a focus of terrorist plots. The past yeai' was 
one marked by several attempted attacks by al-Qa'ida and affiliated violent 
extremists in Dernnark, a first-ever suicide bombing in Scandinana, and separatist 
groiip bcmbir.g.s or the Moscow metro and in the Russian N'or-h Caucasus. A 
variety of groups inspired by numerou,? ideologies also remained active; anarchists 
in Greece struck repeatedly at government offices, foreign missions, and symooLs 
of ihe Slate in both Greece and other European capitals. Long-active terrorist 
groups like the Kurdistan Workers Party in Turkey, and dissident Republican 
grouns in Nortliern Ireland, continued their campaigns of violence, as did Basque 
rats-crlan.f and Liberty' (KTA), but we note continuing successes by tlie 
Govenmieri! of Spain against. BT-A, 

Concerns abcuS potential terrorist activities-prompted countries ranging from '■ha 
l.'K o Ciem:aiiy io raise their terrorism threat alert levels at various rimes duritig 
iho past j'ear. The recent shooring of four ITS, airmen at the hnmkfurt 
I'meniatiuiia! .Airpoil Hlustrates how serious the threat remams. For the mos-" pan. 
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'■ 1',: , , ■rkcd by countertetrorisni succc's. i :.-o 

frori> .knain lo Sv^cdsn .dtcmpted to strengtheii coiHileric-Tonsn'i icgisLi! .in bj 
cni'diuiiuiiig training in tcJTorist camps aiid teitonst recruitment. 'Ihc eoribnri-.g 
cfuv.»\ enchv cf Fun >pean securit>' sei-yJceSj close cooperation betv ecn ai id arimug 
bempear .^oruuries, and the sheer technicai capabilities ai'ailanle m kio-,! ])ariri-;r 
C' : ...iidvriti-jb 10 prevent any itiajor fem.v sf piu,t ..'c-n ^ -hij . j 

fr»'. un j’ aijli'i, 

Scr'.iftime? less than strict immigration laws and very strong protections nl privac’, 
ami civil liberties in some member states can complicate counterierrorisTn eftbr'-- 
Differing perspectives on the dividing line between legitimate political or 
maritabie activity and support for terfbristigfoups further clouds the picture, .^il of 
our nations put a high priority on otir freedonis, so naturally we need to worh 
carefoliy to bridge our differences when it comes to sensbev e subjects in the realm 
of mfosmaiior ^Itar-ng and temorist tlnancc. I am confideni iliat with good will on 
both sides and a common sense of resolve, we can achieve ihc conimoh goals we 
seek. 

InfornintioD Sharing: U.S. Treasury’s Terrorist Finance Tracking Program 
(TTTP) anti tile U.S. Departnient of Homeland Security ’s Passenger INaine 
Records Program (PNR) 

To deal with the reiTorist threat and identify individuals who are pfeparing to 
commit vtoicnce. tnlbraiation sharing is not just helpful, it is essential. TVo 
critically iinportanl ttiois that have proven instrumental in protectin g the security of 
both Ainericans and Europeans are the U.S. Treasury’s Terrorist Fmance Tracking 
Program or TFTP, and the U.S. Department of Homeland Security's Passenger 
Name Record (PNR) program. We should be clear; Dangerous Conspiracies 
aimed at the U.S. and Europe have been disrupted because of precisely this type of 
mformation sharing. 

Leads generated by TFTP have aided numerons investigations, including in 
i'liropc. ry pronding law enforcement and count erterrorism olTiciais iiifonriatien 
tlta; iieips them follow the money to the cdolent extremi.sts who are determined tc 
do ii i iiarai. We are pleased that we were able to work with our panners in the Eli 
;o Te..ch agreement on a new TFfP agreement last summer (2010! that enabies 'his 
\ai Jdblc preg’-am to continue, 

.■\s DHS car- tei- you in greater detail, the PNR-Program has alsu playcc a ciiiicai 
ry !e in a number of the mo-st significant terrorist cases over die past several 3 ca>'s. 
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:nci jcing ,he ir vC into Da¥id Headley, who pled gu'iiy to charge's of 

ploihrg au iiiacL in liurope against the Klbbamntedcartooi’Jst la Deiiir.ark. 

'i- ,■ he . cLs.; pied guilty to cdnducting survr'ilarcv loi 

’a,.-, -a ■ I’. -alw.nce of the devastating 200s .U'.ack.':. .a ■ I c- !'‘M< 

. ' ■'> '.'-c ca-;e against NajibulMh Zazi. who pied u> g.e.r.'-ig 
'-.e.-. 's -k ays imdiahelpiiigthe USG apprclic.nd I u.res ire 
bopii'Hig sur,peft Faisal Shabzad. 

Theie iuive been some concerns raised in Europe about these pmpran's. but it's 
imponant to emphasize that Europe and the United States have a 
iangstanding partnership to protect bo® the security of our citizens and their 
privacy inlerc&ts 

The United States is committed to ensuring that personal information Shared for 
law crifbrccment and security purposes is given strong protections. The 
commitment to protect privacy and civil hberlies, including within the context of 
taw enforcement and security activities, is ingrained in American culture and legal 
tradition. So too is the proper use of pei'sOnal infoiTnatioo for effective public 
adttiinistratidiii 

We kiKJw oirtwo approaches to protecting privacy have more similarities that; 
iiifierenccs and we both share a strong commitment to protecting civil liberties. 

Our mstitutionai arrangements for protecting privacy are different from Europe’s, 
but they are comprehensive, provide ample mean.s of redress, and there is an 
outstanding rccoi'd oi protecting daia exchanged for law enforcement purposes. 
Continuing this cooperaoon is vital for all of our security. 

Moving Forward on Homeland Security Presidential Directive 6 (HSPI)-6) 
and Preventing and Combating Serious Crinte (PCSC) 

In addition to our e\!ens,i'.e engagement with, the EU to facilitate critically 
i npi-V.ai)t iCsTorism-relattid information- sharing, w'e are also conlinuing lo ft'ork 
huaisrahy s nl’ mdnidual European member states on HSPD-6 and Prewiiticf, aiid 
Con-, bating Scr.oiss Crime (PCSC):initiatives. The State Departmerit and the 
Tfirorist Screening Center have suec^ssfully concluded 15 fiSPD 6 agreements 
ttitb Euiupcar governments; DHS and DO J lave now signed 1" prsC dgrecment.s 
w;!'. Fc.opcau .'•mniries. Negotmtionsfo develop additional mfoirautiwi '.iiancg 
ickit.o.isnips are ongoing w'ith a number of other countries. 


'Page I 5 
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As ?;ae'.;ground. Hoimiar.d Security' Presidential Directne - d iHSPD-r.). w.is 
issised in 2!' 03. t.nJ directed the U.S. gdyemment to consolidate 'ts anp-oacl! io 

, ■■••iS: eii: 10 enhance cooi^tation wish ibri..y;, '...r-;; t.r: lc 

ciiabhsh approoridte access to terrijrisrn screening informaiion il S!). I'eg.nrin ^ 

'' i: :c: v," ■ ..,:e \'isa Waiver Program (\'\VP'). 

Through HhPD-h initiatives, the U,S. governmmt seeks to conclude a|:ricment= 
and arrangements with foreign govefmjients tor the reciprocal exchange of 
rcrroTisni sc'^eenina mfonnation (TSL - biographic ideniifiets) and dne «ubseijijein 
.'iiascigcim-j of inforraation sharing slioaid'a teiTonst be encountered, 'ntese 
ioiiiatives enhance bilateral relationsiiips between law enforcement and public 
tccuritA’ ageitoies. 

PCSC’ agreemenrs like l-iSPD-6, are designed to increase law enforcement 
cc-orteraiior, bef.seen the L'SG and its foreign partners, and also authorize the 
sporitaneous sharing o: information for the putpose of detecting and preventing 
terrorist andcriininal activity. 

Aviation. Security 

Wltifc (M PrilR pro^ain: and broader inforrnation sharing effons with our 
Eiirepean allies are critical to protecting civil aviation ffom terrorists, there are also 
many ofhcrsteps vve are taking in partnership with the l;isropean.s to strengthen the 
security of global aviation, (Jiver, bow committed teirorisis remain to targeting 
iatem,ationa! aviation and air cargo, we must do everydnng we can to prevent them 
from succeeding. 

in addition to strengthening airpassenger security, we also face the challaigc of air 
cargo security as demonstrated by the U.S.-bound package bombs fi-om Yemen 
that w. ere inlerccpted in the UK and tlte UAEIast October. Since then, the State 
Depa'fment has been woiking closely with the Department orilomeland Security 
(DHS). including its components the Transportation Securty Admini.stration 
(I’Su) and U.S. Customs and Border Protection, the U.S. Postal Service ri-’Sl'S^ 
and tile air cargo industry to craft new air cargo security pTocedure.s that, wil! 
ensvire the security of aircraft aod passeiigefs and promote the free flow p*’ 
atleuid.ioiia. ir.ai' ard commerce. As part of that process, tire State Depanment, 

C BP . ;uid T SA iiavc also worked closely with the Universal Pp^tal riiion ( L PU) a; 
B.- .is '.re-ii as severaJiatiGiialpostal ser'.-ce^. Ml rii.T ■.■ui,’ 

seen. fry sciooiiii'-g foi lutcmational mail that is transported on aiiplanes fSAi 
Adri;ni<iTq.i>* Pistole and UPU Director iGfilicral Edouard Dayar. niel in March to 
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dist'is,'. sef’iniy n'casures ibr international mail destined for the ^ Tniied Siato; 
Rctfesra!ai'T.cs from aiidTSft ate joitiing officials from the end Siam 

j' , S. .ie!.:..: ;>r m r'u; liTO’s Postal Operations k'ou'mi . n -...j ■ 

plaec iti Be;n, 

Wc -ijvt alsj V erked wiih our Europeaii and other iniernationdl panners io update 
^ucc..‘si.^aln' tht. ] 97(i Hague Convention for the Suppression of Unlav, dJ Ser^.ire 
ofAuL^a!! jiid the 1971 Montreal Convention for the Suppression of Unlawful 
AcA' as^diKii ihc Safety of Civil Awation to address new atid emerging av iaiira 
seci.Tip/ threats. '1 he 20 1 0 Beijing Convention and Protocol -wil! signiticanti j 
-lirci gtheii ihe existing international counterterrori.sm legal fi-amework and 
facilitate the proiccuiion and extradition of those who seek to corn mi t aids of 
lerrorism. They will criminalize the use of civilian aircraft as a weapon. They will 
also criminalize efforts by terrorists and other criminals to use civil aviation to 
transport extraordinarily dangerous materials, such as biological, cheTtiical, and 
nuclear weapons. 

Tire United States was pleased to sign both instruments at the conclusion of the 
diplomatic coritereTicc last September in Beijing. The State Dcpaifmetit intends to 
ttanStnit both instrumejits to our Senate for adwee and consent, as well as seek any 
aecesaary iiiipi6meniing,legi.slation, with an aim of ratifying both insti uments. as 
expeditiously-as'possibie. 

Working to Block Hatnaa and Hizbaltah assets 

Wltile AQ and its affiliates are our highest priority in our diplomatic engagement 
onrierrorism-reiated issue-s, Hamas and Hizballali remain a major focus as well 
On lerrori.sm linance, the BU and its member states need to take more aggressive 
action to crick dowT, on, Hamas md Hizballah fundraising and other activities 
taking place in their territory. Both are capable and dangerous terrorist 
organizations that continue to play destabilizing roles in the Middle Ea.sl. Both are 
uggicbsivciy building their stockpile of weapons and these organizations arc 
mcroasing incii: icthal capabilities, which pose a serious threat to broadet ■■eghiL'a! 
siahility. 

ill 2;/03. iht FI designated Hamas ^ a terrorist organization, wiiton obiigated 
nvr.ibir siaics in take certain actions to crack down on Hamas act,Yity ':i men- 
;cnAoi>, ]i! spifc of this designation, tee are still a number of Hamas aftiluieil 
Nil’' )s irosrating in Oti’-ope where they are primarily engaged i? ftindraising 
acL\ iiv. .A cumnei oribese NGOshaveheen designated by the I'SG >rir rheir ties 

Page I / 
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to I iasna.-'. tv-s ii£ El^ and most European member states !!a\ c ;io! laktr 
cur .nas able attitr, aganst these organEationS'. The EU and m nicmbe. sates 
con'd be ni'f titscnive in implementing the EU designation, nlnch c.xsuld cui ofi' 
a soartc rrsarding for the group and send an important rnessage ihat Eiaiiies can 
'i.» i.'C'gerraib.. r.xncy m Europe with impunity. 

i Ir iHigO oilatL’i.il cliaimels. over the past year we have been pressing our uuropear 
a^t;e^ to c'-ac'u down on Hamas fundraising, since Europe rertaiiis an importara 
■.ciiTce adfinids i'or the group. We Ve asked the Europeans to take action, 
par*' eaiar'y against Hamas ftmdraising fronts, at both the EU and member siabi 
levels. We will remain focused on this issue, and will continue to encourage the 
Europeans to take action against lLA.M,\S:as:wcli as against Hizballah, which Iia.s 
not been subjected to uniform financial Sanctions across tlie EU. 

R should be noted that the EU and its member states’ ability to designate terrorists 
-“cl key tool for governments in their efforts to crack down on terrorist fmanomg- 
is under duresS:. The European General Court (EGC) recently ruled against thelEU 
ill the Yassin al Kadi easej, whom tlie EU had designated after he was added to the 
Uf4's ai-Qa'ida'Taiibati sanctions list. If the European Court of .Tustice (ECJ) 
upholds the EGC” 5 niMtig on appeal, it would limit the ability of EU member states 
to impkmeni the UN’s aUQa’ida-'Taliban sanctions list and CQir.piy vvi'th, their 
iiltematioaaj obligations^ and potentially undennine the viabilin- of all UN smart 
sanctions Tegimes. The IJSG is exti'cmely concerned about this situation, which 
could impact hot only tlie Europeans’ ability to crack dow-n on ten-orisi financing, 
but their sanctions effetts targeting other national security ihrcats as wfll. Ws 
have Seen, in close and regular dialogue with our European partners about tiiese 
issuesj, and know that they are working hard to determine what steps need to be 
taken to ensure that their sanctions regime remains strong and survives current afid 
future- legal scrutiny. 

Kidnapping for ftansom' 

Another issue \vc have been discussing with our European allies is paying ransnir 
"o Tcrmrsis. in recent years the al-Qa’ida network has found new deep pockets 
mv among rich radical sheikhs in the PCKiah Galf, but dirough the exp'ouaiion of 
iivar.hy We.steni a'untries and their allies. By tuming the kianapping of 
Europeans. Ca.si A.siar!s, and North Amfencans into big business, these ti rrcivst 
crgani/aiJcms hac c found a reliable fiinding stream that runs d'rectly fiT-iri tJic 
■v tuT-. rs of c lur.irics that are dedicated to defeating AQ. it is time to block this 
fondiiig slte.'im "ceibre it swells and strengthens- AQ. Widespread adhercrcc to s 
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;:o-c'jncc.iMo.b pl-.-dge ,i!onc will not elinanate the problem of kiUiie.pp’og-ipr-- 
remom; jrimle compa’i'cs and HGOs will likely continue to pay rantoras to pel 
!''eir people aact. But if at least govemiiBhts stop paying, it would hdp 
jnJeiraint liic u aerations of terrorist oiganizations that depend upon ransom 
eveeacs, !.\Tve”!;nienls need to get outof the business of paying iruisonia or tliey 
wJ’ face many moie kidnappings, andithis is apoint that we stress in oir 
''f-nscliF'iiw • With Europeafl allies. 

C'i>iinti*rijs|; Vktlent Extremism 

(),r w ork to Counter Violent Extremism (GVE) focuses on three main lines of 
effe rt that will reduce terrorist recniitment;: dclegitimizing the violent extremist 
narrative in order to diminish its ‘puir : developing positive alternalivcs for youth 
v.-hi; art lurgeted for raaicaii/tnioti io v'ioicncc to diminish the “push" effect of 
grievar.ces ar.d immet expectation.';; and building panner capacity to carry' otit fliese 
activities. The key goals of C VB programniing are to diminish the drivers of 
rsdicalization that leads to violence and demonstrably reduce the effectiveness oi' 
teiTorisl propaganda, thus leading to lowered numbers in recruitment, ; 

'We afevvofkihgclosely .with'.our European partners, notably, tbe EIJ|,.,Qn: ,wap..to 
cQdrdmatLyoufrcaclitO:#^^ targeted tor terrorist recruitment acros.s Europe. 

As in the Deited States, our European partnere are concerned about radicaliraiion 
to violence within Somali communities, for example, with new reemits returning lo 
Somalia to join al-Shabaab. VVe have met writh officials in London, tlic Hague, 
Brussels, Stockholm, OslOj and Copenhagen over the last two years. 

We have organized three international workshops on the topic of Countering 
Violent E.vlremjsra (CVE), the last of which - in November 2010 -was hosted by 
the Piiteh. The participants included senior officials from more than a dozen 
coi.rilrics - priinariJy NATO Allies - and several international organizations, and 
base kid the foundations for a CVE network. We are also in the process of 
fcrincig a network lo sliai’e best practices, and are working to translate some o-'the 
gams from *hese events into cooperative, on'-tlie-ground-efforts with our European 
Dr.rtner» 'Y ,t!accs Uke Y'emen, for example, 

full tel nert, my oiTice is working closely with the Dutch government and the 
NGO tl t. lolcinational Center for CDVinteiterrorisir to undertake a project 
h..' - ■, '■ leniiniliEtilioa and disengagement "ihe ■.r.-nrCi Iv 

idut. tiled ,T \kj anu will be based atthe tTN’s Interregional Cr'rne and Jusiicc 
Ke^edrci! Inktutc jUNlCRD in Italy, onapne-year pilot 'basis. Tie a'n is m 
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pro-> idc d ir.u'.tiiaidtiJ plai form for policymakera fflid praiditionens '"on! doanirrs 
that have creak'd - ix arc eoiisidering ^v’efojjing— rehabilitation or disenijtigeniein 
proaraiTis for vh'ien! e oreiBistsio compareilessons learned and best practices. 

i.j!\ C.1 hie h-,rga ambit of your comffiittee.ird like to end by addressing or.r 
cour iSTterTiri.sm v/oi’k in both Russia attd Central Asia. 

Russia 

C ouj.icttcrnirism is one of the enduringstroiig points of the Russia-LhS. hilaieral 
rciafonship and one the United States belieyes is important to cont'a-Lie to improve 
on. The Pojssia-U.S. relationship lias had many twists aid turns and many ups ansi 
uowtis, but one constant has been our cotmteirterrorism cooperation. The main 
vehicle for our dialogue is the Counterterrorism Working (jroiip (CTWG), which I 
co-chair witit my Russian counterpart. Presidential Representative Anatoliy 
Safonov. 

Receiit activities CTWG include coordinating. U.S., UR amd Russ-ian 
investigatiojis of the firiandal infrasfructure that supports drug trafficking from 
Afgliittiistaitj and support of the Global Initiative to Combat Nuclear .Terrorism, 
The Global. Initiative was announced by Russia and the United Stales in 2006 and 
now includes 75 partner natiohs that cooperate in a. variety of ways, including 
sa,feguarding radioactive dtid. nuclear materials, preventing nuclear snuggling, and 
sharing informatiori, 

A biglilight of the U.S .-Russiaa GT partnership last year included the issuance Uf a 
U.b.-RuiSiu Joint Suuenienl on t.’ounierterronsm Cooperation a! last year’s IJiS.- 
Rissi-'ia Sumiriit; wiiich notably included a fcierence to the Secretary ofSute’s 
de.s;iur.;tior of C;u:c.'.su= Tmiraics leader Ooku Umarov imdc'- Hxeeuiive {.laicr 
! 3224. Working together with Russia we were also able to mternalionabze ibis 
dcsignatitjTi by adding Umarov to the United Mations’ 1267 al-Qa‘ida and faiibnr 
Sa'vJior.« C'omnftttee Consolidated List. We aiso work closely with Russia o>i C !' 
issues in otlier multilateral and regional fora such as the G8 Roma-l.yor. i iroup 
OSl ■£, Jid the Asia Pacific Economic Gooperation ( A.P.EC) Pomro. 

VVv plan to lake fonlier steps to tmhasce trausportation security and, ui p.nrmci-.idip 
witr DHS, it e nope to conclude several arrangeitierits with Russia conccniing 
cooperation in me lueas ofaviation and multi-modal transporutiop sccurily. 

Central Asia 
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f’entral As;a s a critical coiolterterrorisni hcxus, pariiculariy inportant for ns 
SLinpoit nf'sapp’', touics to AfgbaaisiM-- both via the Manas Transit C'aiiCT in 
K\Ti s’/stan j via the Northeni Disteibutioii Network Hiat runs thnnigh the 
regi ;,n. 'Dicir .aroport for our efforts, iii Afghanistan could increase the nsk ot 
lerrurist ahr.ckr against them. Central Asia has bred a number of ieiTaric.t groups, 
indudihg ibe Isianic Jihad Union and the Islamic .Movement ofUzb^kistaa, which 
■ire near ely figbiing against IJ.S. forces itt Afghanistan. We are conctnied iha! 
figluers reiuiT.ing to their home countries EoaM expand the ten’orisi threat !o 
t'eniial As a. We arc also mindful of the potential terrorist threat to the ensergug 
-ncigy liifnistixicliire around the Ca.spiah Sea. 

Our Anti-Temrrisni Assistance Program isiactive in the region, mostly in 
Kyrgy/slan and Tajikistan, with Kazakhstan not far behind. Through our Regional 
Strategic l.iitiativc grant program, we seek to build partner countries’ ability to 
rapidly detecli respond, and repel potential incursions by terrorist groups, and to 
enhance the capabilities of local law-enforcement bodies to detect, deter, resppii,d 
tQ,and investigate terrorist threats, in a manner that is respectful of Mirn,an rights 
and civil liberties, In partnership with the Central Asian countries, our frograms 
have addressed issues of border control, crisis manageirient. tVaudulcntidoGanient 
.detection j terrorist :finaace,.aiid general forensics, wych,vrilT&iakeit Hiqre difficult 
fer terrorists to travel and cany^ out terrorist acts in these counlnes. 

We liave otner partners w iih whom we are working in Central Asia, iriPluding the 
OSCE and the UN, to build Central Asian coimterterrorism capacity. Working 
through these organizations, we can also assist the Central Asian nations ■with 
regal'd to: best practices to counter violent extremism, thereby drying up the pool of 
■future recniits into terrorist organizations. 

CaHclnsion 

The magnitude and breadth of the terrorist challenge makes clear that uu one 
cou.'.trj or organl/atio^n can defeat it alone: The global tiireat we face recjiures u 
gloual siratcg} and a global response :an(i must impel us to devise collaboraf vc 
siraicgies. action plans, and policy recoircrtsendations that use all the tools of 
siatecratt. nanonaiK', bilaterally, regionally aiid multilaterally. We have no 

tiii^niEdvc. 

Vfe ;:m e u'.rrc ,i long way since 2001. Together, we have nwied, and arciiKning, 
to O’, crennte some .iftiie impediments to pumiing 'terrorists Uiat exisleJ before 
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And ibc L’.iiied Staies - we must -- continue fo work closely \x ;th l'm 
panners arri!*'d The world, especially our cipaKle and willing riuropean allies to 
Klcni I fy are i" ■.v>'ere further work leinains tp he done ajid how •,\-e can Aiither 
LoHenorate e’.-ea '•lorc effectively. Only through such cooperanor car ‘ac succeed. 

Thank you for the oppormnity fo share these ideas and thoughts wita ycu. 
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Mr. Burton. And now we will hear from Secretary Koumans. 

STATEMENT OF MR. MARK KOUMANS, DEPUTY ASSISTANT 

SECRETARY-INTERNATIONAL AFFAIRS, U.S. DEPARTMENT 

OF HOMELAND SECURITY 

Mr. Koumans. Good afternoon, Chairman Burton and distin- 
guished members of the subcommittee. Thank you for the oppor- 
tunity to testify on the Department of Homeland Security’s co- 
operation with Europe. 

First, like you, I would like to acknowledge the achievement of 
this past week. As Secretary Napolitano said, the death of Osama 
bin Laden is an important success not only for the United States 
but for the entire world. 

I would like to recognize the statements of support from Europe, 
including the EU Commission President Barroso and counterter- 
rorism coordinator de Kerchove. 

But we all agree, as we have all said this afternoon, that bin 
Laden’s death is not the end of our security efforts. Al-Qaeda and 
other organizations will continue to plan attacks here and abroad, 
and so we must remain vigilant. Security is more of a shared re- 
sponsibility than ever before. 

Preventing terrorism is DHs’ core mission and one that forms 
part of its other key missions of securing borders, enforcing immi- 
gration laws, safeguarding cyberspace, and ensuring resilience to 
disasters. In order to succeed, the Department must work with its 
international partners. The attempted terrorist attacks on Christ- 
mas Day in 2009 and the printer bombs in October 2010 under- 
scored the interdependence of our homeland security with inter- 
national security. 

Terrorists and criminals look for vulnerabilities in international 
networks to carry out their attacks. 

I would like to highlight three points. 

The first is that DHS works with our European allies to prevent 
terrorist attacks. 

Second, DHS and its European partners cooperate in particular 
to prevent terrorist travel. 

Third, the Visa Waiver Program provides incentives to maintain 
high security standards and deepen cooperation with the United 
States. 

My first point concerns how DHS works with our European part- 
ners to secure the flow of travel and trade. To that end, DHS has 
nearly 400 employees in Europe, working daily with governments, 
the traveling public, the aviation industry, cargo shippers and oth- 
ers. It is DHs’ goal to expedite legitimate travel and trade, both of 
which are critical to the U.S. economy, while preventing the flow 
of illicit goods and people and investigating illegal activity. 

Much of this DHS cooperation takes place at the operational 
level, investigating transnational crimes, combating human and 
drug trafficking, screening U.S. -bound maritime cargo containers, 
conducting maritime port assessments, assessing airports and air 
carriers, conducting passenger screening, enforcing U.S. customs 
and immigration regulations, and investigating cybercrimes. 

On my second point, terrorist travel represents one of the great- 
est threats to European and U.S. security, and therefore, detection 
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and disruption are key goals. Every week, there are more than 
2,500 flights between Europe and the United States. DHS analyzes 
travel and passenger data and shares information with our Euro- 
pean partners in order to identify both known and unknown poten- 
tial terrorists. DHS has a number of programs to address this 
threat. 

Under the immigration advisory program, DHS posts officers at 
foreign airports to work with airlines and foreign officials to iden- 
tify high-risk and improperly documented travelers before they 
board aircraft bound for the U.S. 

Another example is DHS collection and analysis of passenger 
name records, or PNR data. In recent years PNR data has been 
pivotal in cracking the cases of Mumbai plotter David Headley, 
New York City subway bomb plotter Najibullah, and Time Square 
bomber Faisal Shahzad. I just note in passing that we just passed 
the 1-year anniversary May 1st, coincidentally the same day of 
Osama bin Laden’s demise. 

Last year approximately one quarter of those individuals denied 
entry to the United States for having ties to terrorism were ini- 
tially identified through the analysis of PNR. Presently, we are ne- 
gotiating a new agreement with the EU to govern DHs’ use of PNR 
to avoid a potential conflict with the European privacy law. 

I should emphasize that DHS is not negotiating for the collection 
of PNR, which is required by U.S. law, but to ensure a stable and 
secure legal environment under which it is transferred. Our goal is 
to improve security while reassuring our allies of our commitment 
to protect individual privacy. Since December, we have held six ne- 
gotiating sessions. And we hope to conclude these talks in the com- 
ing weeks or months. 

I will now turn to my third topic, the Visa Waiver Program. 
Since 1986, this program has allowed eligible citizens to travel to 
the U.S. for business or tourism without first obtaining a visa. The 
36 current visa waiver countries are among our closest inter- 
national partners. Thirty visa waiver countries are in Europe. By 
statute, these countries develop a security partnership with the 
U.S., and DHS conducts regular detailed reviews of each country. 
These reviews focus on U.S. law enforcement, national security, 
and immigration interests, and incentivize these countries to con- 
tinue to share information vital to our national security. 

Chairman Burton and distinguished members of the sub- 
committee, I look forward to working with you as we continue to 
explore opportunities to advance our cooperation with European 
partners. I will submit longer testimony officially for the record. I 
thank you again for this opportunity to testify. 

I look forward to answering your questions. 

Mr. Burton. Thank you very much. 

[The prepared statement of Mr. Koumans follows:] 
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Good afternoon. Chairman Burton, Ranking Member Meeks and Distinguished Members of the 
Subcommittee. Thank you for the opportunity to testify on the Department of Homeland 
Security ’ s counterterrorism cooperation with Europe, including Russia and the Caucasus. 

Since the Department’s inception in 2003, as stipulated in the Homeland Security Act, 
preventing terrorist attacks against the United States and the American people and enhancing 
security have been and continues to be the foremost missions of the Department of Homeland 
Security (DHS). The Department’s first Quadrennial Homeland Security Review (QHSR), 
released on February 1, 2010, reiterates that preventing terrorist attacks in the United States is 
the first of DHS’ s five primary' missions. DHS also integrates preventing terrorism into its four 
other primary missions — securing and managing our borders, enforcing and administering our 
immigration laws, safeguarding and securing cyberspace, and ensuring resilience to disasters of 
all kinds. 

In order to prevent threats and reduce risk, vve work with our international partners to identify, 
detect, and ultimately prevent threats from materializing, and to mitigate and respond to them 
when they do. Botli the December 2009 and October 2010 attempted terrorist attacks on 
international aviation underscore the interdependence of our homeland security and the security 
of other nations. Even as we improve security at home, teiTorists and criminals look for 
vulnerabilities abroad to carry out their attacks. To this end, we work with foreign partners to 
respond operationally to this threat and to share knowledge and expertise that will ultimately 
improve both our capabilities and those of our allies. ,As set out in the Homeland Security Act of 
2002, the DHS Office of International Affairs is charged with “promoting information and 
education exchange with nations friendly to the United States in order to promote sharing of best 
practices and technologies related to homeland security.” 

1 would like to highlight three points. The first is that DHS is actively working with our 
European allies strategically and operationally to prevent terrorist attacks on the United States. 
Second, DHS and its European partners cooperate closely in a variety of ways to try to prevent 
terrorist travel. Third, the Visa Waiver Program provides incentives for currently designated 
countries and those desiring designation to maintain high security standards and deepen their 
cooperation with the United States on security-related issues. 

On the first point, DHS works to prevent terrorism by working w'ith our European partners both 
to secure and to facilitate the flow of travel and trade between Europe and the United States. At 
present, DHS has nearly 400 employees in Europe working daily with European governments, 
the traveling public, cargo shippers and others involved in international travel and trade to help 
make the United States safe, secure, and resilient against terrorism and other hazards. To do this, 
we engage in robust cooperation with Europe to secure the more than 30,000 passengers arriving 
daily from Europe at U S. ports of entry, the more than 3,000 containers arriving daily from 
Europe, and $1 billion of investment betw’een our continents every day, not to mention the 
protection of our shared cyberspace. It is DHS’s goal to facilitate legitimate transatlantic travel, 
trade and exchange, all of which are critical to the U.S. economy, while preventing the flow of 
illicit goods and people and investigating illegal activity. 
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All nations have the right to set their own security standards. At the same time, DHS works with 
foreign partners to improve the overall security of global transportation and exchange systems, 
including through the development of compatible standards and approaches. Europe is a key 
partner in this work to establish and enhance standards for global aviation security, global supply 
chain security, and other security challenges. The United States’ shared democratic values with 
Europe often mean that we can develop strong and effective methods for enhancing security 
together. When it comes to working w'ithin the World Customs Organization (WUO), the 
International Civil Aviation Organization (ICAO), or other multilateral institutions to strengthen 
global rules to prevent terrorism, the United States has no more vocal, vital partners than those in 
Europe. 

Every week, there are more than 2,500 flights between the United States and Europe, and DHS 
statistics show that suspected terrorists on US. watch lists have tried to use European airports as 
a point of departure for the United States. DHS has a multi-layered approach to transatlantic 
aviation security, many parts of which require cooperation with Eluropean governments and the 
European Union. This cooperation includes agreements to allow Federal Air Marshals on board 
transatlantic flights, assessments of last point of departure airports, and the implementation of 
enhanced security screening requirements for last point of departure flights to the United States. 

Following the attempted attack on December 25, 2009 on a flight from Amsterdam to Detroit, 
DHS has worked with European and other governments and with ICAO to enhance aviation 
security standards around the world. The Toledo Declaration on Aviation Security, released 
jointly by the European Union and the U S. on January 21, 2010, was a significant benchmark in 
efforts to gain international support and commitment to enhanced aviation security standards 
globally. DHS has worked with European and other partners to come to a common 
understanding of advanced imaging technology to detect explosives and other dangerous objects. 
Several European countries are currently eitiier using or pilot testing these machines. 

The Customs and Border Protection (CBP) Immigration Advisory' Program (lAP) posts CBP 
officers at foreign airports to work with airlines and foreign officials to identify high-risk and 
improperly documented travelers before they board aircraft bound for the United States. At the 
invitation of foreign partners, lAP officers make “no-board” recommendati ons to airlines on the 
basis of passenger data analysis, and a review of individual travel documents. The lAP is 
cunenlly active at seven airports in Europe, and has recommended a total of 1,323 no-boards 
from European airports so far in fiscal year 201 1 . 

Both the United States and Europe continue to face a variety of terrorist threats from groups 
outside our regions, lone offenders, and homegrown violent extremists. Recent attacks or 
attempted terrorist attacks in Europe — most recently in Denmark, Germany, and Sweden — 
demonstrate the reality of the threat to Europe. Because terrorists target travel and trade between 
Europe and the United States, it is critical that we continue to work closely with our European 
allies. In many cases, sharing information between governments is the best way to protect the 
American people and to help our allies protect themselves. DHS continues to work with our 
partners in the U S. government to improve information sharing with European governments in 


2 



28 


order to curtail terrorist travel and disrupt terrorist funding, while simultaneously protecting the 
privacy and civil liberties of the millions of legitimate travelers between our countries each year, 

DHS has pioneered international screening programs to improve the ability of DHS and its 
foreign partners to identify terrorist and illicit activity. Successful partnerships include: 

• After the 2006 terrorist plot to destroy aircraft flying from the United Kingdom (UK) to 
the United States, DFIS’s National Targeting Center now works regularly with its British 
equivalent, the National Border Targeting Centre, to collaborate and exchange 
information on high-risk flights betw'een the two countries. 

• Since September 2009, DHS and the UK have cooperated to screen visa applications 
jointly for persons in the United States seeking to travel to the UK, already identifying 
nearly 40 suspect applications. 

• DHS worked with Canada and the UK to compare the fingerprints of a sample of asylum 
seekers and identified over 200 cases of fraud. These three countries, joined by Australia 
and New Zealand, intend to adopt compatible practices through an initiative called the 
Five Country' Conference, which my office coordinates for DHS. 

Through these efforts, DHS seeks to innovate and raise the standards for international 
cooperation to prevent terrorism and transnational crime. 

In another effort to prevent terrorist exploitation of the global system to move cargo by land, sea, 
and air, DFIS and the WCO announced new collaboration to strengthen the security and 
resiliency of the global supply chain earlier this year. The initiative will enlist sovereign nations, 
including our European allies, international organizations, and the private sector. Our focus 
throughout 201 1 will be on working collaboratively to outline new measures that will make the 
system stronger, smarter, and better able to recover from the shocks of any disaiptions. It is vital 
that as an international community with shared values and mutual interests, we act together to 
strengthen supply chain security. DHS is now working with the WCO, as well as ICAO, the 
International Maritime Organization, and the Universal Postal Union, to enhance international 
security standards to protect the global supply chain. 

For some of these efforts, modern technology will be vital. Like the United States, Europe is at 
the forefront of technological innovation and has the capacity to develop solutions for homeland 
security challenges cooperatively with the United States. This is why the DHS Science and 
Technology Directorate (S&T) has engaged in several joint research and development projects 
with European partners to develop homeland security technologies w'hose real-world applications 
could enhance our ability to detect, mitigate, and respond to terrorist threats. S&T has so far 
concluded research and technology sharing agreements with the European Union, France, 
Germany, the Netherlands, Sw'eden, and the LiK, and has engaged in a number of successful 
homeland security research proj ects with European partners, including efforts to improve the 
detection of explosives and the identification of biological and chemical threats. 

Now let me address the second point. The travel of terrorists and potential terrorists represents 
one of the greatest threats to European and U.S. security'. Disrupting terrorist travel is therefore a 
key goal in our overall efforts against terrorism. The United States and European countries. 
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along ivith other partners around the world, continue to work together to limit terrorists’ ability 
to carry out their plots by exploiting the international aviation system. This cooperation has 
underscored the value of analyzing travel data and sharing information with our European 
partners in order to identify both Itnown and unknown individuals traveling for purposes of 
terrorist training or committing acts of terrorism. Quite simply, vve cannot alw'ays know who the 
terrorists are, so we and our European allies must work together to identify those who pose a risk 
but have not, until now, come to the attention of law enforcement or intelligence agencies. 

Every month, CBP refuses entry to individuals arriving in the United States from Europe on 
terrorism-related grounds. 

To illustrate two particularly close partnerships, DHS works with our counterparts in Germany 
and the UK on how to prevent and respond to terrorist attacks. DHS’s loint Contact Group with 
the UK and the Security Cooperation Group with Germany are bilateral dialogues that have 
enabled DHS and our partners to exchange threat assessments, best practices on both the 
detection of violent extremism and on transportation security, information about terrorist travel 
trends, risk assessment methodologies, and emergency management best practices, 

DHS also keeps in close touch with our allies, in particular our European allies, on the problems 
of radicalization and countering violent extremism, Europe’s e.xperience with violent extremism 
may be different from ours, but vve have both noticed the efforts by terrorist groups to try to 
recruit operatives who are previously unknowm, do not have to travel, or who can potentially 
blend in more easily before canyung out terrorist attacks. 

With the entry into force of the Lisbon Treaty in 2009, the European Union is becoming an 
increasingly important actor in homeland security, and DHS engages with the EU in a variety of 
exchanges that support DHS’s counterterrorism mission. At the U,S.-EU Summit in November 
2010, President Obama and his EU counterparts established a U.S.-EU cybersecurity working 
group to counter the growing threat of cybercrime. Secretary Napolitano participated in the 
Summit, which focused on discussion regarding cybersecurity and terrorist travel. Working 
under guidance of the White House and with other departments and agencies, DHS provides 
subject matter leadership to this effort and we intend to hold a joint cybersecurity exercise with 
the EU to test our abilities to w'ork together during a major incident. The work of the w'orking 
group augments collaboration already underway with many member states. 

The U S. and the EU also maintain regular dialogues on more tactical matters regarding the 
prevention of terrorism. DHS is involved in a series of exchanges with the EU and its member 
states on explosives security, including most recently an exchange on best practices to limit the 
misuse of explosives precursors and the detection of explosives and threats to air cargo, in 2009, 
DHS concluded a Cooperative Work Arrangement with FRONTEX, the EU’s border 
management agency, to share best practices on integrated border management, infomiation 
sharing, risk analysis, training, and research and development. We also reciprocally observe 
operations and exchange professional experts. TSA regularly engages with the European 
Commission on transportation security through the Transportation Security Cooperation Group, 
along with the U.S. Coast Guard on maritime security issues. In addition, CBP engages on 
customs issues with the European Commission through the Joint Customs Coordination Council. 
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These exchanges allow for interaction on the operational immigration, transportation security, 
and customs measures DHS and EU member states implement to prevent terrorist attacks. 

As I have made clear today, DHS and its European partners maintain an effective partnership. 
However, that partnership is increasingly facing challenges stemming from growing concern in 
Europe about the sharing of personal data, and continued misconceptions concerning the strong 
U S. commitment to individual privacy and civil liberties. Fighting terrorism and crime in the 
modem world requires robust infonnation sharing, which was one of the recommendations of 
1 he 9/1 / Commission Report. However, various European entities, including the European 
Union, have increasingly asserted that data collected by DHS relating to flights to and from 
Europe must adhere to EU -style privacy protections. Let me be clear that both DHS and the 
United States government as a whole share a strong commitment to protecting individual privacy 
and civil liberties, including in the context of homeland security programs. Both US. and 
European privacy law are in fact based on the Fair Information Practice Principles which were 
originally developed in the United States in the 1970s. In the intervening years, the laws, 
regulations, and systems that exist to implement these principles have developed differently on 
the two sides of the Atlantic, but the two systems have much in common. Since 2006, the 
Department of Justice, the State Department, and DHS have been working togetlier to 
demonstrate that the U.S. system of privacy and civil liberties protections, while different, is 
nonetheless very strong and the equal of protections in place in the ,EU, and to come to an 
agreement witli the EU on common data privacy principles for infonnation sharing in the law 
enforcement and public security context. 

Presently, we are in negotiations with the EU on a new agreement governing DHS’s use of 
passenger name records (PNR) for flights between the United States and the EU, to avoid a 
potential conflict between European privacy law and U.S. aviation security law. The United 
States and many of our European allies agree that PNR is vital to fight terrorism and serious 
transnational crime effectively. I should emphasize that DHS is not negotiating for the collection 
of PNR, which is required by U.S. law, but to ensure a stable and secure legal environment under 
which it is transferred. PNR is critical to the United States’ ability to identify both known and as 
yet unknown threats for further examination either before the departure of aircraft to the United 
States or at a U.S. port of entry. In fiscal year 2010, approximately one quarter of those 
individuals denied entry to the United States for having ties to terrorism were initially identified 
through the analysis of PNR, Because of the vital importance of this program, DHS has entered 
these negotiations with the goal of improving security while reassuring our allies about our 
ability and commitment to protect individual privacy. To date, we have held negotiating 
sessions, and hope to conclude these talks in the coming weeks or months. 

1 will now turn to my third topic, the Visa Waiver Program (VWP). Since 1 986, the VWP has 
allowed eligible citizens of member countries to travel to the United States for business or 
tourism without first obtaining a visa. The 36 countries currently participating in the VWP are 
among our closest international partners in the fight against terrorism. Thirty AAVP countries are 
European countries, and include 23 of the 27 Member States of the European Union. By 
Congressional mandate, DHS conducts a detailed review on at least a biennial basis of each 
VWP country-. 3’hese reviews focus on the effects of continuing designation on the law 
enforcement, national security, immigration and enforcement interests of the United States. 
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The Implementing Recommendalions of the 9/11 Commission Ad of 2007 made even more 
explicit the connection between security cooperation and the VWP. Designation as a VWP 
member country provides tremendous incentives for countries to maintain high security 
standards and deepen their cooperation with the United States on security-related issues. The 
cooperation that the VWP engenders — entry' into agreements to share lost and stolen passport 
data with the United States through INTERPOL; sharing security and law enforcement 
information with the United States; cooperation on repatriation matters; the strengthening of 
document security standairis; and aiiport and aviation security — helps secure the United States 
and prevent tesrorist and criminal activities within VWP member nations. 

Due to these security requirements, all VWP countries now report lost and stolen passports to 
INTERPOL. This achievement, which contributes to the decreasing use of fraudulently-obtained 
passports, is a milestone and has contributed to the overall decline of fraudulent document 
intercepts at the border from VWP countries, from 712 in FY2004 to 36 in FY2010. In addition, 
17 European countries have signed Preventing and Combating Serious Crime Agreements with 
the United States to share infonnation about serious crime and terrorism, and negotiations with 
several other countries are in the final stages. These agreements enable each side to query the 
fingerprint databases of the other side for law enforcement purposes and otherwise enable each 
side voluntarily to provide data about criminals and terrorists. Also, VWP countries are required 
to enter into agreements under Homeland Security Presidential Direct! ve/HSPD-6 with the 
United States regarding the systematic exchange of identifying information on known or 
suspected terrorists and encounter management procedures. The Department of State and the 
Terrorist Screening Center have negotiated 1 5 of these agreements with European countries, and 
others are currently being negotiated. 

As an additional security measure under the VWP, visitors to the United States must also have an 
approved Electronic System for Travel Authorization application in advance of travel by air or 
sea to the United States. 

Before concluding, 1 w'ould also like to mention some of the work DHS does elsewhere in 
Europe. 

Turkey is a source and transit point of high volumes of international travel and trade, and so it is 
an important partner in building trade and travel security. Turkey faces a variety of terrorist 
threats from the Kurdistan W'orkers' Party, more commonly known as the PKK, and Sunni 
extremists, including al-Qa‘ida affiliated individuals. DHS is exploring further opportunities for 
increased cooperation with Turkey, including training and technical assistance programs. CBP 
has also engaged with Turkish authorities on the use of new tools for Turkish border 
management and to prevent the use of fraudulent documents. As w'e look to the future, DHS 
would like to extend and broaden our counterterrorism cooperation with the Government of 
Turkey. 

DHS is actively engaged in training and technical assistance efforts to strengthen border security 
and law enforcement institutions in Southern and Eastern Europe in coordination and 
consultation with the Department of State. CBP and ICE officers provide training in the Western 
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Balkans under the State Department’s Export Control and Border Security Assistance program, 
which aims to control the movement of dangerous materials across borders. Moreover, the U S. 
Coast Guard has provided maritime law enforcement training and equipment to its coimteiparts 
in Albania, Georgia, and Montenegro. Several DHS components provide support to the 
International Law Enforcement Academies - for regional law enforcement officers - in Hungary 
as part of a broader effort to empower local authorities to tackle criminal activity. TSA, in 
partnership with the European Civil Aviation Conference, provided technical assistance to 
Georgia under its Aviation Security Sustainable International Standards Team project. In 
addition, DHS’s Federal Law Enforcement Training Center (FLETC) assists the Ukraine State 
Border Guard with developing its training program and will provide critical infrastructure 
protection and other training for Poland and Ukraine to support their preparations for the Euro 
2012 championships. 

1 would also like to describe some of DHS’s work with Russia. Russia has been a victim of 
numerous tenorist acts over the past decade, most recently the attack on Moscow’s Domodedovo 
Aiqtort in January. Like the United States, Russia faces threats from a number of terrorist 
organizations. To expand U.S. -Russia cooperation in diverse areas, DHS supports the U.S- 
Russia Bilateral Presidential Commission, established by Presidents Obama and Medvedev in 
July 2009, DHS participates in working groups which focus on issues related to emergency 
management and to migration, and is cunently working with Russia to conclude arrangements on 
aviation security and multi-modal transportation security. DHS has also engaged Russia in 
discussions on deterring to threats to aviation and mass transit. 

DHS has 394 employees posted across Europe, including 296 U.S. government direct hires, and 
98 locally employed staff. Of the 394, CBP has 133 employees, ICE has 82, TSA has 25, USSS 
has 57, USCGhas 45 and USCIS has 43. In addition, the DHS Office of Policy has four 
employees, FEMA has two, and FLF.TC, NPPD, and S&T each have one employee posted in 
Flurope. Most of these personnel seive under the authority of our Ambassadors and Chiefs of 
Mission in Europe, and in general, they work within U.S. embassies, although some report for 
duty at ports and airports in Europe. 

Among their various responsibilities, DHS personnel support the operation of the Container 
Security Initiative, which screens U.S.-bound maritime containers for high-risk cargo at 23 ports 
in Europe. DHS personnel investigate transnational crimes, including cybercrime; combat 
human and drug trafficking; conduct maritime port assessments, assess airports and air carriers; 
advise airlines through lAP; work with host governments, passengers, and the trade industry to 
comply with U.S. customs and immigration regulations; and oversee the deployment of Federal 
Air Marshals among many other essential tasks. 

Chairman Burton, Ranking Member Meeks, and Distinguished Members of the Subcommittee, 1 
look forward to working with you as we explore opportunities to advance our cooperation with 
European partners to counter terrorism. Thank you again for this opportunity to testify. I would 
be happy to answ'er your questions. 
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Mr. Burton. Before I get to my questions, I would like to just 
once again stress that I just got back from Taipei, Taiwan, and 
they have been a great ally for a long time and they should be a 
top candidate, I would hope, for the Visa Waiver Program. And I 
hope you and the Department will look seriously at that. 

The first question I have is after bin Laden’s death there may 
be some changes in attitudes around the world. And with our con- 
tinued commitment to freedom in the Middle East, Afghanistan 
and elsewhere, and stopping al-Qaeda and the Taliban, do you 
think that the attitudes of our allies that have been working with 
us in those areas in those endeavors will change? Will they remain 
as committed as they have been, or do we expect any change, or 
have we seen any change? 

Ambassador Benjamin. Thank you for that question, Mr. Chair- 
man. 

I think that our expectation is that our allies will retain the 
same sense of urgency, the same sense of mission that has charac- 
terized the cooperation we have had for many years now. 

If you look at the statements from any number of different Euro- 
pean leaders, they were quite clear that this is a milestone achieve- 
ment, but it is by no means the end of the threat. They all experi- 
enced the heightened threat environment in the fall. Germany ar- 
rested three terrorists in the midst of a conspiracy just a few days 
ago. I think there is a widely shared understanding among the gov- 
ernments of Europe that this threat is by no means over. 

Mr. Burton. So you anticipate the commitment to Afghanistan 
will remain just as strong as ever? 

Ambassador Benjamin. As you know, there have been a number 
of different statements about troop levels and things like that in 
Afghanistan in particular, but overall, we note that our European 
allies have supplied a large number of troops, a large number of 
teams for training police and other parts of the Afghan Govern- 
ment. And we certainly hope that they will continue to do so. I 
don’t think that this event is going to, in itself, trigger any kind 
of sea change. 

Mr. Burton. Thank you. 

One of the concerns I have involves the Middle East. I was senior 
Republican on the Middle East the previous 2 years. And as my 
colleague from Texas was alluding to a few minutes ago, we are 
concerned about what is going on in the Middle East. And what I 
would like to ask both of you is, our allies in Europe, Europe and 
Eurasia, what is their attitude and what are they going to be doing 
from your perspective to help us make sure that the entire north- 
ern tier of Africa, as well as the Persian Gulf, doesn’t go up in 
smoke. 

In particular, I am very concerned and I would like to know the 
attitude of our European and Eurasian allies — I am very concerned 
who is going to take over in Egypt, who is going to take over in 
Libya should Muammar Gaddafi be gone, what is going to happen 
in Syria? All of these areas that will affect the entire world are in 
the Middle East, and they are supplying energy in large part for 
many of the countries in Europe and Eurasia. 

So I know this is a pretty broad question, but I would like to 
know what your assessment is, both of your assessment is, about 



34 


what is going to happen in those countries and what you project 
in the future. 

I mean, if Egypt goes to the radical elements, like the Muslim 
Brotherhood, if Syria goes from Assad to a radical element gov- 
erning that country, if Muammar Ghadafi leaves and radical ele- 
ments connected to al-Qaeda — and we know they are there — were 
to he able to take over that country, what would that mean, and 
what are we doing to stop it, and what are our allies trying to do 
to help us in that endeavor? 

Ambassador Benjamin. As you said, Mr. Chairman, it is a very 
broad question, but let me take a quick stab at it. 

Our allies are every bit as concerned as we are about the fate 
of the region. We are all, of course, stunned by the rapidity with 
which we have seen change come to the region. There is a broadly 
shared desire to see Egypt, Tunisia, and such other countries as 
hang in he balance, evolve in a democratic way that meets the as- 
pirations of their people. 

As you know, we have very close cooperation with the Europeans 
on what is going on in Libya. We have coordinated closely in terms 
of our assistance and our messaging to Tunisia and Egypt, and we 
have also coordinated closely, for example, on our outrage at the 
intolerable crackdown that has occurred in Syria. And this is just 
a sampling of our coordination. It is by no means meant to be ex- 
haustive. 

I would say that we are working together to ensure that we do 
see the kind of Middle East emerge that we would like to see. We 
are, of course, all concerned that terrorists will try to exploit this 
moment because, although the Arab Spring, as you mentioned, has 
been in its own way a strategic blow to al-Qaeda and its adherents 
because it showed they were not part of the revolutionary move- 
ment, they were not part of the story there, and in fact, the events 
themselves demonstrated the falseness of one of their core beliefs, 
which is that only violence would change these countries, we view 
these as being very, very positive developments. 

But that said, terrorists will try to insert themselves wherever 
they see an opportunity. And as there are some distracted security 
services in the region, and border security may not be what it once 
was, they may see this as a moment of opportunity. 

As you can imagine, we are working closely through diplomatic, 
intelligence, law enforcement and military channels to do what we 
can to ensure that the region maintains its security and to ensure 
that terrorists do not have an opportunity to exploit this moment. 

It is still very early days, but I think we are still optimistic about 
the trajectory of the region. 

Mr. Burton. I am about to yield to my colleague from Texas be- 
cause I have used a lot of time already, but I would just like to 
urge Homeland Security and the State Department to do every- 
thing, along with our allies, as humanly possible to make sure that 
we don’t have radical elements take over in Egypt, Syria, or some 
of those other countries. 

I understand and I think we all acknowledge that we have had 
some repressive administrations over there. Mubarak was very dif- 
ficult in Egypt; in Syria, Assad, there has been a lot of repression 
there. Throughout the entire northern tier of Africa and even in 
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the Persian Gulf we have had those problems. But the one thing 
I don’t think the world can tolerate or live with is several more 
Irans popping up on the northern tier of Africa and in the Persian 
Gulf, because we might not be able to get enough energy, since we 
are not drilling here in America, we might not be able to get 
enough energy to turn the lights on. So this is a very important 
issue, and I would just like to urge you to make this a top priority. 

And with that, I will yield to my colleague from Texas. 

Mr. Poe. Thank you, Mr. Chairman. I will follow up on my open- 
ing comments. 

Now that Osama bin Laden is dead, who would you rank as the 
number one terrorist group in the world opposing the United 
States? 

Ambassador Benjamin. Well, sir, undoubtedly al-Qaeda remains 
the foremost terrorist threat we face, operating either from the al- 
Qaeda core base in the Pakistan/Afghanistan region or through its 
affiliates in Yemen, in northeastern Africa and then northwestern 
Africa. So as the President has said, as many others have said, this 
is a historic achievement, but this is by no means the end of the 
story. If anything, I think it demonstrates our determination to 
continue to remove al-Qaeda threats that we face. 

Mr. Poe. I agree that the death of Osama bin Laden shows other 
terrorists that the United States is resilient and will do whatever 
we can, for as long as it takes, to make sure we are safe. 

CIA Director Panetta made the comment that there is a mutual 
distrust between Pakistan and the United States now that we have 
found him harbored in the country for so long. Do you share that 
opinion, Mr. Ambassador? 

Ambassador Benjamin. Well, the late Ambassador Richard 
Holbrooke, the Secretary of State, the President, have all said on 
numerous occasions that there has been a trust deficit between our 
countries that we are working hard to overcome. As John Brennan 
said, we are also going to look at the question of what systems 
there were to support Osama bin Laden in Abbottabad, and to 
make it possible for him to live there unmolested for such a long 
time. 

Do think, though, that it is important to emphasize, as the Sec- 
retary said this morning, that our relationship with Pakistan, 
while it occasionally has its challenges, is a productive one; that 
more terrorists have been apprehended or killed in Pakistan than 
anywhere else, and that this collaboration between our countries 
has been absolutely vital to degrading the al-Qaeda threat over 
quite a number of years. So it is a complicated picture, but it is 
a vital relationship and we need to keep working on it. 

Mr. Poe. I understand it is complicated but my question is do 
you believe that the Pakistani Government knew that Osama bin 
Laden was in their country? That is just a simple yes or no. 

Ambassador Benjamin. I believe that they thought there was a 
good chance that he was somewhere in Pakistan. I can’t imagine, 
given all of the focus on fighting extremism, especially in the Fed- 
erally Administered Tribal Areas, that they didn’t think, or that 
they were certain he was not in their country. Whether or not they 
knew he was in Abbottabad, I think that probably came as a much 
greater surprise to them. 
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Mr. Poe. Of course, the United States didn’t notify Pakistan that 
we were coming in to take him out, and they have now objected 
and said that strained our relationship. So my own opinion, they 
knew or they are totally incompetent in their intelligence field. 

Let me switch gears a minute and ask you a couple of questions 
about MEK. Every time we get together I ask you about the MEK, 
and I hope that we get some answers someday. 

Is the State Department going to take them off the list and if 
they are, when? And if not, when? When are you all going to make 
a decision? 

Ambassador Benjamin. Sir, I am afraid the answer is the same 
one as when we saw each other a couple of weeks ago. We are 
working as expeditiously as possible to complete the review that 
the U.S. Court of Appeals ordered. As recently as April 6th we re- 
ceived new material from MEK counsel, and we are reviewing it, 
and just as fast as we can, we are going to get a recommendation 
package to the Secretary and have a decision made. 

Mr. Poe. 6 months? A year? Do you have any idea? 

Ambassador Benjamin. I can’t give you a certain date, but I can 
tell you it will be less than 6 months, considerably less, I hope. 

Mr. Poe. As a follow-up, I have attended, as many members 
have, all of the classified briefings that I am aware of on this issue. 
Has any new information come to surface in the last 2 months that 
would help Members of Congress on this issue, classified or not? 

Ambassador Benjamin. As I mentioned, sir, we have received 
new information as recently as last month from the MEK itself. 
And so we are reviewing that information and seeing if it helps in 
our deliberations. 

Mr. Poe. All right. I will yield back the remainder of my time. 
Thank you, Mr. Chairman. 

Mr. Burton. I apologize, I missed part of your question, Mr. Poe. 
Did you ask about what our State Department is doing to urge that 
those people who have not been buried would be dealt with? Are 
you aware of what he asked earlier on? I mean, if those people 
were killed some time ago and for whatever reason they are not 
being taken care of properly, it seems since we are a strong sup- 
porter of Iraq and the Iraqi Government, we ought to be doing ev- 
erything we can to make sure that is taken care of immediately. 

Ambassador Benjamin. I fully agree, and as soon as I get back 
to the Department I will check with my various colleagues. 

Mr. Burton. Would you let me and Mr. Poe and others on the 
subcommittee know about that? 

Ambassador Benjamin. Certainly. 

Mr. Burton. I yield to my colleague from Arkansas, Mr. Griffin. 

Mr. Griffin. I want to shift gears and talk about Russia some. 

On the Judiciary Committee, we have looked into the issue of pi- 
racy, and a lot of that, it seems, stems from illegal activities in 
Russia, some by organized crime. And when I look at some of the 
official cooperation with European countries on terrorism and law 
enforcement and the many different areas that we cooperate with 
our European allies, I often see Russia included in some of those 
agreements and relationships. That sends a signal that Russia is 
helpful and a partner on a lot of these issues. 
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I would just like to get your take on — both of you — on the issue 
of Russia; how reliable are they on issues like piracy and have they 
cooperated with us? And then, I would like you to also address the 
role of organized crime in Russia. We are not hearing as much 
about it as we did maybe 5 years ago, I think it is fair to say, just 
in terms of press coverage. I don’t know if that is because it has 
become so routine or maybe it has decreased. 

If you could comment on the role of organized crime in Russian 
society today, and how that impacts, if at all, the official Russian 
Government’s cooperation with us on counterterrorism and things 
like piracy. I would welcome your comments on that. 

Ambassador Benjamin. Thank you very much, sir. 

I confess that within the Counterterrorism Office we have limited 
engagement on the issue of piracy and the issue of organized crime. 
I would be happy to get a response to you on that and to have the 
appropriate officials brief you on that. 

I will say that we have not detected any impact in our coopera- 
tion on counterterrorism from those issues. And in the course of 
what is a very close relationship with the Russians on counterter- 
rorism, I think that we would certainly be able to discern. I will 
say that the counterterrorism cooperation was a bright spot in the 
U.S. -Russian relationship before the administration came into of- 
fice and it has continued to be. And I think we have actually deep- 
ened our cooperation with the Russians on counterterrorism as 
Deputy Assistant Secretary Koumans can discuss as well. We have 
done a lot of work with them on aviation security and we are devel- 
oping some agreements in that area,0 which we hope will come to 
fruition soon. 

And we cooperated closely on issues such as designating either 
al-Qaeda members or al-Qaeda-related terrorists and Taliban mem- 
bers at the U.N. under the 1267 regime. And we have also had a 
vigorous exchange of information on a wide range of important sub- 
jects of mutual interest, including radicalization, for example, in 
Central Asia. So I think it is a very good relationship and one 
where we are continually looking for ways to deepen it to the ben- 
efit of all of our citizens. 

Mr. Griffin. Have you seen any identifiable limits on Russia’s 
willingness to cooperate on counterterrorism? Is there any threat 
to the United States, where they have been unwilling to show the 
cooperation that they have shown, for example, on al-Qaeda? Or 
have they been a partner in a sense that we have gotten to know 
other European allies as partners? Is there an asterisk by Russia? 

Ambassador Benjamin. No. I certainly wouldn’t say there is an 
asterisk. I have to say that I have an excellent relationship with 
my counterpart in Russia, Presidential Envoy Anatoly Dobrynin, 
who is a first-class leader in this area and widely recognized as 
such. 

I wouldn’t say there is an asterisk, but I would just reiterate that 
some of our relationships in Western Europe go back many, many 
decades, and obviously in a historical perspective we are still build- 
ing the relationship with the Russian Republic, day by day. But I 
am quite pleased with the progress and I have every hope for a 
continued success in this. Let me put it this way: I haven’t come 
up against any hard walls. 
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Mr. Griffin. Do we have time for the Secretary to answer? 

Mr. Koumans. Thank you, Congressman Griffin. 

I will echo everything that Amb^assador Benjamin said, hoth with 
respect to not having encountered any brick walls, and also the 
great depth of our partnerships in Western Europe vis-a-vis the ob- 
viously more recent partnership with Russia. 

But that said, we have made some significant strides. We have 
put some additional ideas in front of the Russians. I can mention 
one of them in this setting and two additional ones I could mention 
in a classified setting. 

But the one I can mention here, it concerns multimodal transpor- 
tation. The others concern transportation as well. Obviously, an im- 
portant part of the Department’s mandate having to do with secur- 
ing the supply chain, securing aviation, securing airports, but also 
bridges, tunnels — it is a multimodal agreement — and sharing les- 
sons learned and doing what we can to work more closely together 
in that field. 

Mr. Griffin. Right. Thank you, Mr. Chairman. 

Mr. Burton. One thing that you might want to comment — I am 
getting ready to yield to Mr. Bilirakis and then I will go to Mr. 
Deutch — is Georgia. I met with the Georgian Ambassador just a 
couple of days ago. And there are Russian troops, as you know, on 
Georgian soil. They are building barracks and they are bringing 
their families in. And you might consider giving us an update on 
that and what the long-term prognosis is, because the people in 
Georgia are very concerned about that in the future. 

With that, I will yield to Mr. Bilirakis. 

Mr. Bilirakis. Thank you, Mr. Chairman. I appreciate it. 

Secretary Koumans, thank you of course for your service. In your 
testimony you noted that every week there are more than 2,500 
flights between the United States and Europe, and that DHS data 
show that the suspected terrorists on U.S. watchlists have tried to 
use European airports as a point of departure for the United 
States. And I apologize if you already covered this. 

Additionally, you note that DHS and its European partners 
maintain an effective partnership in terms of sharing information 
between governments. 

What alarms me is the pushback we seem to be getting from the 
EU regarding the sharing of personal data. 

Clearly the U.S. leads the world in its commitment to protecting 
individual privacy and civil liberties. Why does the EU believe that 
the sharing of data regarding suspected terrorists is a breach of 
privacy rights? And why will it take weeks or months to reach an 
agreement on passenger name records? Seems like a long time to 
me. If you can answer that question. I’d appreciate it. 

Mr. Koumans. I will try my best, Mr. Congressman. And as 
someone who has been involved in these negotiations in the pre- 
vious iterations in 2006, 2007, I can share some of the sentiment. 

But it is important to recognize that we are dealing with the two 
different legal regimes, two different governmental structures, par- 
liamentary structure, our three parts of government. They have 
privacy laws that differ from ours in some respects, despite the fact 
that the underlying foundation, as you said, is quite similar and 
there is much more that unites us than divides us. 
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But there are distinctions. There are differences that are very 
important to them. And so they would like to go through and con- 
sider every aspect of the agreement carefully: How long the data 
is retained; what sort of data we collect; what it is used for; for 
what sort of crimes. It is a very detailed discussion and one that 
we look forward to concluding. And we are confident that we are 
quite close to an agreement. And I think that in the coming, as I 
say, months we will resolve it. 

Mr. Bilirakis. Mr. Ambassador, would you like to comment? 

Ambassador Benjamin. I think that really covers it. I would note 
that we have a new set of players, in a sense. We are not directly 
negotiating with the European Parliament but nonetheless, we are 
dealing with a new EU that is — in some ways has to explore all 
of these different issues and satisfy itself in a way that the pre-Lis- 
bon EU did not. So it is an important period of mutual education, 
if you will. 

And I share Secretary Koumans’ optimism that we will get there 
soon. I really do think that a lot of this is about learning how we 
do much the same thing in very different ways. And so I don’t see 
this as a subject of great friction, but rather as an inevitable proc- 
ess to very large political unions working their way through some 
challenges. 

Mr. Bilirakis. Thank you. 

My next question is for Secretary Koumans. 

I am heartened to know that DHS keeps in close touch with the 
EU regarding countering radicalization and extremism, especially 
as it relates to the Balkans, particularly Albania. As you know, Al- 
bania is a hub of narcotrafficking, arms trafficking and human 
trafficking. Even Albania’s Deputy Foreign Minister recently stated 
that Tirana, Albania, is close to being the most corrupt capital of 
the world. 

What has DHS done specifically within Albania to make it less 
of a haven for nefarious activities that could affect the security of 
the rest of Europe and the United States? 

Mr. Koumans. Thank you. Congressman Bilirakis. 

With respect to Albania — well, I should preface my remarks by 
saying that everywhere the Department of Homeland Security op- 
erates internationally, we work in partnership with the Depart- 
ment of State and under Chief of Mission authority if we are not 
under combatant commander authority, which — and Chief of Mis- 
sion authority being the case in about 99 percent of our postings 
overseas. 

Countries such as Albania that do not have nonstop flights to the 
United States, where we do not have a large volume of trade, we 
are particularly dependent on the Department of State for our en- 
gagement. All of our training and technical assistance and capacity 
building we would do would be in concert with and funded by ei- 
ther the Department of State or the Department of Defense. And 
it has been — the engagement in Albania has been through the 
International Law Enforcement Academy, ILEA, in Bucharest. 
There has been a certain amount of training and capacity building 
that has taken place. I don’t have the statistics at my fingertips 
but I am happy to take that question and provide that. 

Mr. Bilirakis. Please provide that information to me. 
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Thank you, Mr. Chairman. I appreciate it. 

Mr. Burton. Well, thank you very much for being here today. 
We appreciate your testimony and the questions you answered so 
forthrightly. We will probably have another hearing on this subject 
down the road. I looked at the map of Europe and Eurasia the 
other day and there are huge questions that need to be addressed. 
So I look forward to hearing from you again in the future. Thank 
you very much for being here. 

We will now have our next panel of witnesses. We have Gary 
Schmitt. 

Thank you again, gentlemen. We appreciate it. 

Gary Schmitt is the director of the program on Advanced Stra- 
tegic Studies at the American Enterprise Institute, and the director 
of AEI’s program on American citizenship. Dr. Schmitt is a former 
staff director of the Senate Select Committee on Intelligence. He 
was the executive director of the President’s Foreign Intelligence 
Advisory Board during President Ronald Reagan’s second term. Dr. 
Schmitt’s work focuses on longer-term strategic issues that will af- 
fect America’s security at home and its ability to lead abroad. 

And our other panelist is Sally McNamara. She is a senior policy 
analyst in European affairs at The Heritage Foundation’s Margaret 
Thatcher Center for Freedom. Ms. McNamara joined Heritage in 
2006 and concentrates on American relations with the European 
Union and European countries, with particular focus on economic 
reform policy, trade issues, and the war on terrorism. She also ana- 
lyzes NATO’s evolving role in post-Cold War Europe. And before 
coming to America in 2004, Ms. McNamara served as chief par- 
liamentary aid to Roger Helmer, a member of the European Par- 
liament in Brussels. 

And maybe down the road you can give us some advice, because 
we are going to be going to Brussels and you will have to tell us 
what we can expect and what we should look for when we get 
there. 

With that, I will yield to Dr. Schmitt for his opening comments. 

STATEMENT OF GARY J. SCHMITT, PH.D., RESIDENT SCHOLAR 

AND DIRECTOR OF ADVANCED STRATEGIC STUDIES, AMER- 
ICAN ENTERPRISE INSTITUTE 

Mr. Schmitt. If I can begin by offering my advice, you should eat 
the mussels. 

Mr. Burton. Eat the mussels in Brussels. Very poetic. I don’t 
like mussels, but it is very poetic nonetheless. 

Mr. Schmitt. Thank you, Mr. Chairman, for the opportunity to 
testify today. 

The question I will be addressing is whether there are major 
strategic differences between how the U.S. and its closest European 
allies handle the threat of Islamist terrorism. 

Admittedly, this is a broad topic and so I am more than happy, 
after Sally and I finish, to talk about other topics in more detail 
as you wish. My testimony is largely derived from studies that I 
commissioned at AEI and which resulted in a volume published 
last summer entitled, “Safety, Liberty and Islamist Terrorism: 
American and European Approaches to Domestic Counterter- 
rorism.” 
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There were two principal reasons I undertook the study. First, I 
wanted to see if there were lessons to be learned from the way 
other democracies, especially those that had dealt with terrorism in 
the past, were handling the new jihadist threat. 

My second goal was to examine the criticism that America’s re- 
sponse to terrorism was overly militaristic, while Europe’s was 
grounded in a more moderate paradigm, often shorthanded as the 
rule of law approach. 

On the first, somewhat to my surprise, the value of comparing 
our respective approaches of our allies with the U.S. provided few 
lessons learned when it came to policies and practices. The reasons 
for this are many: Differences in legal system, different national 
histories, different constitutional structures and differences in the 
perceived threat. 

With that said, two points stood out to me. The first is that in 
each European country I looked at, it was clear that as a threat 
grew, substantial adjustments were made by each government to 
overcome what we in the U.S. refer to as “the wall” between intel- 
ligence and law enforcement. 

The second thing that stood out is that the U.S. is relatively 
atypical in not having a separate domestic intelligence agency. 

Now on the second broader issue, whether the U.S. or European 
allies have widely divergent approaches to counterterrorism, I 
found this argument to be at best simplistic. First, there is the sim- 
ple fact that each of our major allies has military forces deployed 
in Afghanistan with the explicit purpose to prevent that country 
from becoming once again a safe haven for terrorism. 

In the case of France, for example, it has deployed its military 
in counterterrorist operations outside of France on at least three 
occasions over the past IV 2 years. Even the Germans, perhaps the 
most reluctant ally to engage in offensive operations in Afghani- 
stan, contributed special operation forces to help remove the 
Taliban from power in the wake of 9/11. And over the past year, 
Berlin has eliminated many of the caveats that it once had in place 
to prevent German forces from engaging in offensive operations as 
part of its current Afghan mission. 

So while there is certainly a difference in the scale of what we 
do militarily compared with our allies, it is not the case that they 
have only a law-enforcement approach to counterterrorism. 

Next, while it is certainly true that Europe has addressed the 
problem of terrorism principally through law enforcement, it is 
equally important to understand that the laws and practices that 
they rely on are more expansive than those often found here in the 
United States. In short, they don’t treat terrorism as just another 
crime. 

Without going into detail here, I would argue that when one 
looks at the laws related to speech, electronic surveillance, data 
sharing, preventive arrests, the monitoring of mosques, the overall 
approach of Europe is as aggressive or more aggressive than that 
of the United States. Even Germany, which is perhaps the least 
forward leaning in its counterterrorism laws, has utilized ethnic 
profiling and data mining. 

Moreover, Spain, U.K., and France all allow detention of terror 
suspects for days of interrogation before being required to bring 
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formal charges. Indeed, in the case of Britain, suspected terrorists, 
if for one reason or another cannot be put on trial or sent back 
packing to another country, may be put under a form of house ar- 
rest for up to 2 years at a time. 

Let me conclude by noting that France, arguably with Europe’s 
most effective domestic counterterrorist effort, that system rests on 
France’s investigative magistrates. This is an office that combines 
an array of powers, intelligence, investigative and prosecutorial, all 
in one person. 

The only American office that bears some resemblance is that of 
an independent counsel. But unlike an independent counsel, whose 
mandate is tied to a particular case and hence limited in time, the 
investigative magistrates who handle terrorism in France stay in 
their position for years, building up expertise and discretionary 
power that few Americans would be comfortable with. 

My point finally is not to suggest that these are laws, practices 
or institutions that the U.S. should adopt; rather, simply to note 
that when we think about our own response to 9/11, we should rec- 
ognize that the United States is not an outlier in comparison with 
our Democratic allies. Indeed, since 9/11, we are all in the business 
of preemption. 

Thank you, Mr. Chairman. 

[The prepared statement of Mr. Schmitt follows:] 
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! want to begin by thanking Chairman Burton, Congressman Meeks, and the members of the 
subcommittee for this opportunity to appear before you today. The question I will be addressing— 
whether there is as a significant divergence between how the United States and its ciosest European 
allies deal with the Islamist terrorist threat— is one that has important implications for transatlantic 
relations but, unfortunately, is broadly misunderstood not only here in the United States but also by our 
allies abroad. 

As someone who has worked both as a staff director on a Senate committee dealing with national 
security issues and in a senior post in the White House handling the same policy area, I am fully aware of 
the great value that hearings such as these can have in making our policymaking process more 
deliberative and more substantive, it is one of the great strengths of our constitutional system that we 
are known around the world not only for having a strong presidency but also the world's most powerful 
legislature. 

Before I begin, and because this Is the Subcommittee on Europe and Eurasia, I did want to note the 
passing of Ron Asmus this past Saturday. Ron, who served in the Clinton Administration as deputy 
assistant secretary of state for European Affairs, and the past several years as head of the German 
Marshall Fund of the United States' Brussels office and GMF's director of strategic planning, was a 
remarkable policymaker, scholar and colleague in transatlantic affairs. His last book. The Little War that 
Shook the World, was a tour de force on the failure of American and European statecraft leading up to 
the Russian invasion of Georgia in August 2008. Ron was dedicated to the proposition that the 
promotion of political freedom was America's moral and strategic obligation. He will be greatly missed. 


Turning now to the topic i was asked to address-to give context to United States counterterrorism 
policy by comparing it with the policies and practices of our European allies ~ I want to begin by noting 
that my comments are largely derived from a compilation of studies that I commissioned in previous 
years looking at how key countries in Europe (the United Kingdom, France, Germany and Spain) were 
addressing the threat of Islamist terrorism domestically. I then analyzed those studies and set out to 
compare their respective findings with the post-9/11 counterterrorism regime here in the United States. 
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The result was a volume published last summer by the American Enterprise Institute entitled Safety, 
Liberty and Islamist Terrorism: American and European Approaches to Domestic Counterterrorism. 

There were two principal reasons I undertook the study. The first one was that I wanted to examine the 
policies and practices of other major democracies that had dealt with a substantial terrorism threat in 
the past, hence the countries chosen, [in the case of Spain, the Basque separatist group Euskadi Ta 
Askatasun (ETA); in the case of the United Kingdom, the Irish Republican Army (IRA); in the case of 
Germany, the Red Army Faction (RAF); and in the case of France, a number of separatist, Algerian and 
Middle Eastern terrorist groups.] I wanted to see what lessons might be learned from their respective 
experiences. How did they go about balancing security concerns with civil liberties? The second goal 
was to analyze the relevance of the criticism made both here and abroad that America's post-9/11 
response to the Islamist terrorist threat— shorthanded by the phrase "the war on terror"— was 
substantially different from that of our closest allies, a difference often described as being more 
moderate in practice and more constrained by a "rule of law" approach. In short, maybe our European 
allies had something to teach the United States both in the narrow operational sense of dealing with the 
threat but also in how they thought about the problem more broadly. 


il. 


Somewhat to my surprise, the value of examining and comparing our allies' respective approaches to 
counterterrorism provided few clear "lessons learned" when it came to actual policies and practices. 
The reasons for that being the case, however, are not difficult to fathom. The underlying variations 
among the five countries are substantial. First, there is the difference between legal systems (common 
law versus civil law regimes), with corresponding differences in how lav\/s are made, how flexible they 
are likely to be, how cases are tried, standards of evidence, and what role judges may play. 

There is also the matter that only the United States is governed under a system whose underlying 
constitutional principle is separation of powers. The fact that Germany, the United Kingdom, Spain, and 
France are parliamentary systems, or a mix of parliamentary and presidential, affects not only the 
discretion allotted the government but also political decisions about the balancing of security and civil 
liberties, including the level of oversight exercised by the legislature, the courts, and within the 
executive itself. Each of the five countries also differs in the degree to which authority is centralized, 
with the United States and Germany retaining strong federal structures. And, finally, there is the fact 
that Spain, France, the United Kingdom, and Germany are members of the European Union, a 
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constitutional body that has increasingly weighed in on counterterrorism policies and on how member 
states have balanced counterterrorism measures with guaranteed liberties. 

Equally important is the scale of the domestic jihadist threat each country faces. Although the United 
States has had its recent share of "home grown" jihadists, the Muslim population in the United States is 
a significantly smaller percentage of the total population than that found in the United Kingdom, 
Germany, or France and, according to polls. Is more "highly assimilated" and less prone to radicalization 
than in many European states. And finally, there is the matter of history, with each country having 
different experiences with terrorism and interna! subversion, and two countries with recent memories 
of having lived under a dictatorship. These unique histories have undoubtedly shaped institutional 
arrangements, intelligence capacities, and police powers. 

Obviously, the four countries analyzed in this volume— the United Kingdom, France, Spain, and 
Germany— are not the whole of Europe. And, as suggested above, because of the differences in history, 
political culture, and constitutional structures they cannot be easily collapsed into a single, distinct 
European approach to Islamist terrorism. 

That said, I would take note of two points of comparison worth keeping in mind— one pointing to a 
convergence of U.S. practices with European ones and, the second, a divergence. With respect to the 
first, remember the considerable amount of commentary in the reviews that followed the attacks on 
9/11 for the government to address "the wall" that seemed to separate law enforcement and 
intelligence. Examining how France, the United Kingdom, and others have tried to square this circle is 
instructive. In the case of France, as I note in a later chapter, a key factor has been the investigative 
magistrate system, in which a few long-serving officials based in Paris have the capacity to draw on 
intelligence, police, and judicial authorities in terrorist investigations and prosecutions. As for the 
British, the once relatively distinct line between intelligence collection by MiS (the United Kingdom's 
domestic intelligence service) and the collection of evidence for use in court by the police has been 
substantially altered: MIS works much more closely now with the Metropolitan Police to develop usable 
evidence earlier in an investigation, and new units In London and elsewhere, in which police and 
Intelligence officials work side by side, have been established to promote a more seamless investigative 
effort. 
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Neither of these models is directly applicable to the United States. The French juge d'instruction 
exercises powers, as the name suggests, that overlap the executive and judicial spheres—something our 
separation of powers system would not tolerate. As for the British, the closer integration of local law- 
enforcement and intelligence efforts is not burdened by the fractionalization present in the American 
law enforcement community— a community consisting of over fifteen thousand separate police and 
sheriff departments and forty-nine state police agencies. But the fact that both countries have had to 
develop means to overcome the divide between Intelligence and police work is an important reminder 
of the permanence of the Issue Itself. 

The second point we need to keep In mind when it comes to operational matters is that the United 
States is the odd-man-out when it comes to having a separate domestic intelligence agency, which, in 
turn, raises the question of whether it would be best to take the counterintelligence and 
counterterrorism elements within the FBI, separate them from the Bureau, and create a new agency 
altogether. Certainly, there is a degree of focused professionalism that results from an agency having a 
singular task rather than multiple ones. And, as the recent report by the Senate Homeland Security 
Committee on the Fort Hood shootings appears to show, there remain problems in the Bureau's 
attempt to create an intelligence ethos from within. 

On the other hand, American civil libertarians of both the left and the right have long worried that a 
separate domestic intelligence service would be more likely to abuse its powers than one tied to a law 
enforcement agency Vi/hich operates under the general supervision of the Justice Department and which 
ultimately has to present its evidence in a court of law. Moreover, if a key fault line prior to 9/11 was 
the division between the realms of intelligence and law enforcement, and if the passing of information 
between the two has been a problem, there is an argument to be made that it is operationally useful to 
have those two functions under one roof. 


ill. 


Now, stepping back and looking at the broader picture, conventional wisdom says that the U.S. 
approach to dealing with the threat of terrorism was overly militarized, while our European allies took 
an approach grounded more in law enforcement and the rule of law. But, at best, this view is an 
overstatement and a simplification of how we both approach the terrorist threat at home and abroad. 
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First, each of the countries examined in the volume has deployed military forces to Afghanistan with the 
explicit purpose of preventing that country from becoming once again a safe-haven for ai Qaeda and 
other terrorist groups. The French governments 2005 white paper on terrorism, for example, makes it 
quite clear that the French military has a role to play in countering terrorists, including taking 
preemptive action where a "clear and established threat" is seen. And, true to the white paper, French 
Special Forces have also been involved in operations outside of Afghanistan, most recently in operations 
against Islamist militants in Niger, Mali and Mauritania. Even Germany, which until recently was 
perhaps the most reluctant of allies to engage In offensive operations within the ISAF mission in that 
country, had contributed Special Forces to the counterterrorism mission of Operation Enduring Freedom 
from early in 2001 until just a few years ago, consonant with former German Defense Minister Peter 
Struck's statement in 2003 that Germany's security would be "defended in the Hindu Kush." 

The real difference between the United States and our European allies lies less with the notion that they 
don't think there is a military component to dealing with the Islamist terrorists than the fact that the 
U.S. has a much vaster set of capabilities to take the war to them: eliminating the regime supporting al 
Qaeda in Afghanistan, continuing to strike at Its leadership in Pakistan, and attacking its various allied 
elements in places as dispersed as the Philippines, Indonesia, and the Horn of Africa. The United States 
has taken this approach in part because the threat comes in large measure from abroad, but also in part 
because America has the military capability to take the fight to the terrorists. Having such a capability 
gives Washington options other governments simply do not have— and, perhaps, I might add, a reason 
for our allies to let us carry the greater burden. 

Nor does the "war" versus "law-enforcement" paradigm make sense when it comes to comparing the 
U.S. with Europe on the law-enforcement front. First, while there is considerable debate over how 
exactly to deal with suspected foreign terrorist detainees, after 9/11, the United States has not 
abandoned the use of the criminal justice system to deal with terrorist threats at home. There have 
been numerous trials and convictions of terrorists here. 

Second, as for the countries of Europe, although it is certainly true that they address the problem of 
terrorism principally through the lens of law-enforcement, it is equally important to understand that In 
many cases the laws they rely on to combat terrorism domestically are often more hard-hitting than 
those tied to more typical crimes. It would be a mistake to conclude, as is often said, that because 
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"Europe approaches the problem of terrorism in the context of crime, not war," it treats terrorism as 
just another crime. More often than not, it doesn't. 

Take, for example, France. France has had the most effective domestic counterterrorist regime of aii of 
America's allies and the cornerstone of this effort is France's investigative magistrates (Juges 
d'instruction). This is an office that combines the powers of intelligence, investigation, prevention, and 
deterrence in one person. There are some judicial checks, but they appear to be minimal. The only 
American office that bears even a slight resemblance to the juges d'instruction is that of the 
independent counsels. But unlike an Independent counsel, whose mandate is tied to a particular case 
and is a temporary appointment, juges d'instruction often stay in their position for more than a decade. 
Jean-Louis Bruguiere, France's most famous juge, stayed on the counterterrorism beat for over a 
quarter of a century. 

Nor have French magistrates been shy about using their powers of arrest and detention preemptively to 
disrupt possible terrorist plots, what they call "kicking the ant hill " Suspects can be sequestered for 
days, and access to lawyers is only a right that was granted them within the past year. But once 
charged, they can be held without bail or even being brought to trial for several years. And, once in 
court, they are tried sans jury. 

Moreover, the French government has considerable leeway in retaining all kinds of data and giving 
agencies within the French security and police services access to these data. French police and security 
services are also aggressive in monitoring speech, especially sermons and literature coming from Salafist 
mosques— with the result that dozens of Islamic fundamentalists in France, including imams, have been 
sent packing since 9/11. Nor is the criterion for the government to engage in electronic surveillance 
onerous; and independent oversight of the government's practice is minimal. As v/ith most French 
investigative methods, the criterion is pretty straightforward; is the investigative tool thought to be 
reasonably necessary to gather information in furtherance of national security? A specific criminal 
predicate for surveillance is not required. 

As for the UK, the British cop on the beat is unconstrained by Fourth Amendment jurisprudence, and for 
counterterrorist purposes had, until last year, been authorized to "stop and search" vehicles and 
persons without a specific criminal predicate. (The law is being redrafted to lessen police discretion but 
v/ill likely give the police similar authorities within geographical and time restraints tied to threat levels 



and events such as the upcoming 2012 London Summer Olympic Games.) Rights groups have also taken 
notice of the British government's pervasive use of closed-circuit television cameras to monitor public 
spaces, its creation of the world's largest national DNA database, and the ready sharing of records and 
intelligence collected by the police and security services. Telephone taps and electronic surveillance are 
easier to authorize in Britain than in the United States; under the British system, numerous senior police 
officials may apply for warrants, which do not need to be approved by the judiciary but are issued by the 
state secretary after being judged both "proportionate" (that is, only as intrusive as the circumstances 
require) and "necessary" to meet "the interests of nationai security." All of which has led Privacy 
international to give the United Kingdom the lowest score among the world's major democracies in its 
privacy-ranking system. 

And as with the French, British law makes it a criminal offense to encourage or glorify terrorism and 
requires Internet providers to remove any materials that do the same. The British also have instituted a 
system of detentions. In the case of the United Kingdom, a terrorist suspect can be held in jail, with the 
court's approval, for up to 14 days before being charged. And, until recently, individuals suspected of 
involvement in terrorist activity but who could not be tried— typically because the evidence against 
them was based on electronic intelligence not useable in British courts— or could not be repatriated 
because of concerns over their being tortured in their home country, were subjected by the home 
secretary to "control orders" that kept them under a form house arrest. This provision applied to 
citizens and noncitizens alike. The government has now modified somewhat this policy— now called 
Terrorism Prevention and Investigation Measures (TPIMs)— allowing suspects a bit more freedom of 
movement but still under 24-7 surveillance, electronically tagged, with mandatory curfews, and 
prohibited from visiting certain places or traveling overseas— again, all of which is done without an 
individual being charged with a crime. 

And in Spain, terrorist suspects can be held incommunicado (in isolated detention) for up to thirteen 
days. And an individual charged with a terrorist-related crime can be held in pre-trial detention for up 
to four years. While being held incommunicado, the detainees do not have the right to their own 
counsel. Court-appointed attorneys are provided, but suspects are not allowed to consult with them in 
private and, in turn, the attorneys are not allowed to address suspects directly or provide legal advice. 
Further, an examining magistrate can impose a total restriction on the availability of information 
{secreto de sumorio) about the investigation, the initial judicial proceedings, and the specific information 



51 


9 

justifying an individual's detention, with that restriction applying to the defense lawyers until virtually 
the start of a trial. The trial itself is carried out under the Jurisdiction of a special national court and 
without a jury. And, most recently, Spain has passed laws that allow the government to restrict the 
movement of individuals even after they have served their sentences if convicted of terrorist-related 
offenses. 

Even Germany, which in many respects has been perhaps the major European ally most resistant to 
changing practices and laws to meet the threat of terrorism since 9/11, has employed police and 
intelligence techniques at times that are more aggressive than what is found here. For example, in the 
immediate aftermath of 9/11, when it became clear that Germany had been used as a safe-haven for 
those plotting the attacks, German authorities resurrected the use of computer-aided profiling programs 
that had been employed in the past to help dismantle the Red Army Faction to the new problem of 
radical Islamist ceils. According to Manfred Klink, who headed the post 9/11 review in Germany, 
German authorities "reactivated the Ra$t€rfahndung”—a system designed to connect the dots between 
individuals with similar backgrounds— and applied it to the new situation. As a RAND study notes, 
"despite the prominence of data protection as a national issue, Germany has historically relied on data 
processing, data mining, and the use of profiling to identify potential terrorists or their support 
elements." Similarly, since the 1990s, the German foreign intelligence service has been able to collect 
"strategic intelligence" without a warrant; the service can collect international communication traffic, 
sifting through it with keyword searches and grid analysis, with no specific suspect person or target in 
mind. And, finally, the German government Is now utilizing laws enacted shortly after the end of World 
War 11 to deal with neo-Nazi groups to harass radical Muslim groups, even when those groups are not 
actively involved in plotting terrorist activities. 

Now, the point of this brief survey is not to suggest these are lav;s or practices that the U.S. should 
employ. Rather, it is simply to point out those European laws and practices are not any less aggressive 
than those found in the United States. Indeed, in a number of instances, they are more forward leaning 
in their respective approaches to the jihadist threat. And while for reasons of history, constitutions, and 
the nature of the threat in each country, there are differences in how each of these democracies goes 
about protecting its citizens, one broad point stands out: Just how much the U.S. and its liberal allies are 
in the business of "preemption." Admittedly, for most of Europe, this goal is carried out principally at 
home— but not exclusively as we have seen. 
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A final note: this Is not your father's Europe. Any consideration of counterterrorism policies in Europe 
today has to factor in more than the policies of the individual states themselves. The institutions of the 
European Union and the Council of Europe have had, and will increasingly have, an important role in this 
field. 

On the one hand, there is no question that in the wake of the attacks on the U.S. on 9/11, the Madrid 
Train bombings in March 2004, and the attacks on London's public transportation in July 2005, the EU 
has taken any number of steps to enhance Europe's response to the Islamist terrorist threat— a threat 
that was global in nature and was availing itself of both Europe's safe-haven "soft spots" and the ease 
within the EU of individuals moving from one country to another. Considerable effort was made to 
create a common front on measures to be taken to deal with the threat, including agreeing to a 
common definition of terrorism and creation of a list of individuals and organizations whose funds were 
to be frozen and access to financial institutions denied. To hasten impiementation, in 2004, the EU 
created the post of counterterrorism coordinator and, more recently, in 2008, expanded its definition of 
terrorism to cover the broader offenses of public advocacy, recruitment and training. Given how the EU 
operates on the principle of "consensus," and we're talking about more than two dozen member states 
that often have to agree to these measures, it certainly can be argued that considerable progress has 
been made on this policy front. 

Nevertheless, there have been bumps in the road, especially in the area of data-transfer arrangements 
with the United States. Under U.S. law, data on airline passengers traveling to the U.S. must be 
provided to American authorities before a plane arrives. Since an original agreement with the EU was 
reached in 2004, the European Parliament has consistently weighed in, forcing renewed negotiations, 
with new requirements, with the latest begun in January this year. Similarly, the EU Parliament has 
played a significant role in the use of SWIFT data, international financial transactional messages done 
under the umbrella of a Belgium-based banking consortium— a data set Washington believed was 
critical for tracking terrorist-related financing. The Parliament repeatedly balked at granting U.S. access 
to the data until last summer when a new agreement was crafted that included new restrictions on 
access to the data and new oversight of its implementation by Europol. 
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Prior to the so-called Lisbon Treaty coming into force in December 2009, "home and justice"' affairs were 
considered to a policy arena reserved to the states. Under the treaty, however, that is no longer the 
case and, when combined with the increased powers of the European Parliament, likely means 
Washington will have to spend more time and effort reaching out to that body in an effort to avoid 
further complications in coordinating counterterrorism laws and policies. 

Europe's transnational courts, the European Court of Justice (ECJ) and the European Court of Human 
Rights (ECHR) have also weighed in with rulings that touch on counterterrorism laws and practices. Of 
the two, the EG has been more modest in its review of counterterrorism laws, with the most significant 
rulings tied to overturning decisions by governments to freeze the assets of terror suspects. The ECHR, 
on the other hand, which acts as court of review in cases involving alleged violations of the civil and 
political rights set out in the European Convention on Human Rights, has reached decisions that have 
pared back somewhat individual states' authorities In the area of deportation, detention authorities, 
DNA data retention, and stop and search practices. Indeed, in one recent case involving the extradition 
of radical cleric Abu Hamza al-Masri and three others to the United States from the UK, the court halted 
the agreed-upon extradition on the grounds that it wanted to review whether his possible incarceration 
in a maximum security prison in the U.S. and a conviction of life without parole violated Article 3 of the 
European Convention's prohibition on torture. 

Perhaps It Is because the ECHR has been seen as overreaching in its decisions, especially in London, 
within the past few days the member states to the Council of Europe have issued a declaration that the 
court should only rule on asylum and immigration cases in "exceptional circumstances." How the ECHR 
will interpret the declaration and its import for the wider array of terrorism-related cases that come 
before it remains to be seen. But, as we have seen with courts in the United States, judicial authorities 
in Europe— both at the EU and national level—have shown a greater willingness to pass judgment on 
national security laws and practices than in the past. The fact is, the general deference once given 
governments— whether in the form of the laws passed by duly-elected legislatures or judgments made 
by the executive— has been trimmed. No doubt, in some instances, this has been for the good, and 
when one looks closely at many of these cases, it can be argued the judgments ore a bit more nuanced 
than the newspaper headlines would suggest. Yet courts do put their own reputations and legitimacy at 
risk when they presume to know precisely what the proper balance should be between the needs of 
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security and citizen iiberties. In this regard, once again, Europe and the United States have something in 
common when it comes to counterterrorism. 


Mr. Burton. Thank you, Dr. Schmitt. 

Ms. McNamara. 

STATEMENT OF MS. SALLY MCNAMARA, SENIOR POLICY ANA- 
LYST, EUROPEAN AFFAIRS, MARGARET THATCHER CENTER 

FOR FREEDOM, THE HERITAGE FOUNDATION 

Ms. McNamara. Mr. Chairman, distinguished members of the 
committee, with your agreement, I request that my prepared testi- 
mony be entered for the record and I just make brief remarks to 
you today. 

Mr. Burton. Without objection. 

Ms. McNamara. Thank you very much. 

Mr. Chairman, America needs allies to win the war on terrorism. 
Many of America’s strongest allies in this fight are in Europe, first 
among them, the United Kingdom. But in addition to individual 
nation states, the EU is also a partner of significance to the United 
States. 

Before 9/11, just 6 of the EU’s then 15 members recognized ter- 
rorism as a special offense. After 9/11, EU member states agreed 
on a common definition of terrorism, which denies terrorists the 
sanctuary of border hopping to another member state where ter- 
rorism was not previously regarded as a special offense. 

Most importantly, the EU has also produced a list of persons 
groups, and entities whose financial assets will be frozen and to 
whom financial services are denied. This has proved to be one the 
EU’s most valuable contributions to counterterrorism to date, as it 
has denied terrorists the freedom to operate and to raise funds in 
Europe. 

The EU has also constituted several new offenses in order to con- 
front homegrown terrorism: Namely, the criminalization of the 
public provocation to commit a terrorist offense; recruitment for 
terrorism; and training of terrorists. 

However, the EU has also advanced several unnecessary pro- 
grams and institutions, including Europol, Eurojust, SitCen and 
the European Arrest Warrant. These programs divert the 
antiterrorism resources of EU members states away from what 
they really should be doing. 

Furthermore, the EU has pushed a radical human rights agenda 
that has weakened rather than strengthened members’ counterter- 
rorism efforts. For example, British judges have refused to enforce 
control orders as mandated under the UK’s 2000 Terrorism Act on 
the grounds that 18-hour curfews may breach the European con- 
vention on human rights. 

The U.S. should be especially weary of the EU’s radical political 
agenda in this regard because of the way EU spends money inside 
the United States for the purposes of furthering its favored political 
causes. The EU funds nonprofits and advocacy organizations to ad- 
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vance, among other things, ratification of the Rome Statute and 
membership on the International Criminal Court, your abolition of 
the death penalty, international legal norms, the closing of Guanta- 
namo Bay, and U.S. detention and rendition policies. 

After 9/11, there was an unprecedented display of transatlantic 
solidarity, but since then, the EU-U.S. counterterrorism relation- 
ship has been marked as much by confrontation as it has by co- 
operation. The EU has attempted to frustrate key U.S. counterter- 
ror policies, including the Passenger Name Records Agreement, the 
Terrorist Finance Tracking program, which is also known as the 
SWIFT agreement, and U.S. renditions policy. 

In terms of the PNR agreement, the European Parliament has 
now forced the U.S. to enter into negotiations on a fourth iteration. 
My testimony today is that the European Parliament should stop 
its nonsense and approve the existing deal, from 2007, without 
modification. 

With regard to SWIFT, the program, which is essentially a data- 
sharing program for the purposes of tracking terrorist financing, 
has been a major success. Spain has admitted that as a result of 
a SWIFT lead passed to them by the Americans, they were able to 
prevent a terrorist attack in Barcelona. 

However, MEPs have forced concessions on this program, too, 
which has limited its usefulness. 

The EU does understand that frustrating the flow of money is a 
powerful weapon against terrorism. If the EU and the U.S. list you 
as a Foreign Terrorist Organization, you are cut out of the world’s 
biggest financial markets, which is why it is impossible to under- 
stand the EU’s refusal to proscribe Hezbollah as a Foreign Ter- 
rorist Organization. Europe’s willingness to turn a blind eye to 
Hezbollah’s activities in Europe is unconscionable. Hezbollah’s sec- 
retary general, Hassan Nasrallah, has even stated that without 
European support, and I quote him, “our funding, moral, political 
and material support would dry up.” 

With regard to detention and renditions policy, I am sure the 
honorable members here today remember the European Par- 
liament’s 2006 witch hunt investigation when Poland and Romania 
were threatened with an unprecedented loss of voting rights within 
the European Council if they were found guilty of hosting CIA fa- 
cilities. No statement has been issued to clarify the EU’s position 
on this in light of reports that these sites could have been used to 
find information involved in the successful operation against 
Osama Bin Laden this month. 

All this is to say that bilateral relationships, especially in terms 
of intelligence sharing and conducting operations, are more impor- 
tant than ever. The Anglo-American relationship stands out in par- 
ticular for the remarkable ease with which intelligence officers op- 
erate together, a fact that has been publicly acknowledged by suc- 
cessive Presidents and Prime Ministers. 

To achieve a more cooperative EU-U.S. relationship on counter- 
terrorism, therefore, I would recommend the following policies to 
the European Union, which you may want to bear in mind on your 
trip. The European Parliament should approve the 2007 EU-U.S. 
PNR agreement without modification. The current EU-U.S. nego- 
tiations to adopt an umbrella agreement on data sharing should 



56 


simply accept U.S. data privacy standards as adequate. I agree 
with the Honorable Member Bilirakis on that. 

The EU should also add Hezbollah to its list of Foreign Terrorist 
Organizations and EU member states should exclude foreign-born 
individuals, who engage in any terrorist activities. Thank you very 
much. 

[The prepared statement of Ms. McNamara follows:] 
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My name is Saily McNamara. T am Senior Policj' .Analyst in European Affairs in 
the Margaret Thatcher Center for Freedom at The Heritage Foundation. The views I 
express in this testimony are my own and should not be constmed as representing any 
official position of The Heritage Foundation. 


Mr. Chairman, Ranking member Meeks, and distinguished Members of the House 
Committee on Foreign Affairs’ Subcommittee on Europe and Eurasia, with your 
agreement T would like to request that my prepared testimony be entered as my formal 
statement for the record and offer brief remarks before you today. 


Introduction 

America needs allies to win the war on terrorism. Many of America’s strongest allies in 
the fight against transnational terrorism are in Europe — most notably the United 
Kingdom. In addition to individual nation-states, the EU is also a partner of significance 
to the United States for purposes of counterterrorism. 

Since the 9/1 1 terrorist attacks, tlie EU has become a major counterterrorist actor. Some 
EU policies have had a positive impact on the global war on terrorism — especially the 
production of a list of persons, groups, and entities whose financial assets will be frozen 
and to whom financial services are denied. However, many EU policies have obstructed 
U.S. counterterror efforts. For example, Brussels has long opposed U.S. renditions policy 
and has even threatened to sanction member states for hosting CIA sites in Europe. The 
EU also refuses to designate Hezbollah as a Foreign Terrorist Organization, which would 
deny the terrorist entity a primary fundraising base. And the European Parliament has 
legally stalled two vital data-transfer deals — the SWIFT data-sliaring agreement and the 
EU-U.S. Passenger Name Records (PNR) Agreement. 

Overall, the EU-U.S. counterterrorism relationship has been marked as much by 
confrontation as it has by cooperation. The U.S. must therefore continue to invest in its 
bilateral relationships with individual EU states, as well as formulating a new agenda for 
cooperation with the EU. 

The Growth of EU Competency for Counterterrorism Policymaking 

Before 9/ 11, just six of the EU’s then- 1 5 member states recognized terrorism as a special 
offense. In the aftermath of 9/11, EU member states began coordinating their national 
counterterrorism laws with one another and agreed to a common definition of terrorism. 
This common definition of terrorism effectively denied terrorists the sanctuary of border- 
hopping to another member state where terrorism was not previously regarded as a 
specific offense. Crucially, the European Council also produced a list of persons, groups, 
and entities whose financial assets would be frozen and to whom financial services would 
henceforth be denied. This has proved to be one of the EU’s most valuable contributions 
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to counterterrorism to date since it has denied terrorists the freedom to operate and raise 
funds in Europe. 

Tn 2004 and 2005, Europe was confronted with two major terrorist attacks on its soil. In 
March 2004, an al-Qaeda-affiiiated group remotely detonated 10 bombs on four Madrid 
commuter trains at the height of rush hour, killing 191 people and injuring more than 
1,800. Tn July 2005, “homegrown” al-Qaeda operatives acted as suicide bombers on 
multiple London public transportation targets, killing 52 people. 

Tn light of these attacks, the EU implemented a number of additional counterterror 
measures. Tn 2004, EU leaders appointed a counterterrorism coordinator to audit 
members’ implementation of EU policies.' In 2005, the EU adopted a British-inspired 
comprehensive counterterror strategy, outlining four strategic “strands of work” to 
prevent, protect, pursue, and respond to terrorism.^ And in 2008, the EU formally 
expanded its common definition of terrorism to criminalize three specific new offenses 
which had become necessary' in light of the 3/1 1 and 7/7 attacks: (1) public provocation 
to commit a terrorist offense, (2) recruitment for terrorism, and (3) training for terrorism.’ 

The EU has also advanced several unnecessary programs under the guise of countering 
terrorism. The EU has given greater authority to, and has gradually expanded the 
mandates of, ineffective institutions such as the European Police Office (Europol), 
Eurojust, and SitCen. The EU’s flagship European Arrest Warrant (EAW) program — 
whereby EU member states are obliged to render citizens to another member state upon 
request, W\Xho\Aprima facie evidence — was justified as a key counterterror measure. 
However, it has been used to extradite people for overwhelmingly far less serious 
offenses than transnational terrorism, including leaving a gas station without paying. 

Complying with these measures diverts the anti -terrorism resources of EU member states 
away from what they should really be doing and merely seeks to advance the EU’s 
integrationist agenda. 

The EU’s Strategic Approach to Counterterrorism: A Radical 
Legislative Agenda 

The 7/7 attacks revealed that Europe is now facing “homegrown” terrorist attacks as well 
as those directed from abroad. Research carried out by The Heritage Foundation (June 
2008) and the U.K. -based Change Institute (February 2008) demonstrated that foreign- 
born hate preachers and extremist clerics such as Abu Hamza, Tolga Duerbin, and Omar 
Bakri Mohammed have acted as primary recruiters of homegrown terrorists and inciters 


^ “Declaration on Combating Terrorism,” March 25, 2004, at 
htip:/M'ww-consiihmLeuropa.eu/vedocs/cnisUpload-T>ECL-25. 3.pdf. 

“Council of the European Union, “Tire European Union Counter-Terrorism Strategy',” November 30, 2005, 
at http: /yregister.consiHum.cu.int pdf 'en^05/sti4/st 14469-re04.cn05.pdf. 

^Official Journal of the European Communities, "Council Framewotit Decision Amending Framework 
Decision 2()02/475/JH A on Combating Terrorism,” December 9, 2008, Aiticle 9, p. 2. 
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to terrorist actst* They have been responsible for sending European recruits to terrorist 
training camps — particularly in Afghanistan and Pakistan — for the puiposes of further 
radicalization and logistical training. 

This phenomenon is best addressed in two ways: (1) the exclusion of foreign-born hate 
preachers and extremist clerics and (2) the eradication of terrorist training camps. The EE' 
has chosen instead, however, to focus its activism on two other issues: (1) combating the 
beliefs, ideologies, and narratives that underpin violent radicalization and (2) combating 
“Tsiamophobia.” In November 2008, the EU’s “Strategy for Combating Radicalization 
and Recruitment for Terrorism” was published, which recommended identifying and 
encouraging moderate foreign imams to present a counterradical case.' How'ever, this has 
already been tried — and has failed — ^in several EU member states. The previous U.K. 
Labour government courted foreign imams such as Sheikh Yusuf al-Qaradawi on the 
basis that a!-Qaradawd is “a highly respected Islamic scholar.’* The former government 
has since had cause to regret that decision after discovering that al-Qaradawi has 
defended suicide bombings, called for the execution of homosexuals, and advised 
European Muslims to create “Muslim ghettos where they can avoid cultural assimilation 
and introduce Shari’a law.”’ 

Member states should also be w'ary of attempts to legislate against ‘Tsiamophobia,” 
which was recommended by the Change Institute. Europe has behind it a catalog of failed 
public policies when it comes to promoting “equality'.” German Chancellor Angela 
Merkel is just one European leader who has come to the conclusion that multiculturalism 
has failed. Crippling human rights legislation has also been pursued in pursuit of 
“tolerance,” including the EU’s Charter of Fundamental Rights and the Council of 
Europe’s European Convention on Human Rights (ECHR). These policies have 
weakened, not strengthened, members’ counterterrorism efforts. For example, British 
judges refused to make full use of control orders mandated under the U.K.’s 2000 
Terrorism Act on the grounds that 18-hour curfews may breach the convention’s Article 
V clause on the right to liberty,* 


’’Sally McNamara, “Why NATO Mast Win in Afghanistan: A Central Front in the War on Terrarism.” 
Heritage Foundation Backgroimder No. 2148. June 23, 2008, at 

http://w\v\\\herimgej')rg/'Research/Repons/2()0H/06/Why-NATO-\iust-Wm-in-Afghamstcm-A-Central- 
I'ront’in-the-l'Var-on-TerrorLsm, and Change Institute, "Studies into Violent Radicalisation; Lot 2: The 
Beliefs Ideologies and Narralives,” Febriian- 2008. pp. 62-67. dXhllp://ecx'uropa.ew'hu}nc'- 
affairs/doc cenlre./lerrorism/docs/ec radicalisalion study on ideology and narrative en.pdf. 

^Council of the European Union, "Updated version of tlic European Llnion strategy’ for combating 
radicalisation and recinitment to terrorism/’ November 14. 2008. The EU Counter-Terrorism Coordinator 
also prepared a Stmteg}’ and Action Plan to implement this updated strategy-. 

"Sean O’Neill. "Taxpayers Fund Five-Star Trip for Extremist Cleric.” The Times (London). July 13. 2006, 
at hl!.p:/''wM'H'.limeson!ine.co.ukdoh'ne}v&'i(k/'arlicle686879.e-ce. 

Zeyno Baran. "Coiuitcring Ideological Support for Tenorism in Europe: Muslim Brotherhood and Hizb ut- 
Uihrir — Allies or Enemies?” Paitiiereliip for Peace Consortium’s The Quarterly Journal, Vol. 5. No. 3 
(Winter 2006), pp. 19-34. 

^Richard Ford, Philip Webster, imd Stewart Terdler, "We May Declare an Emergency to C)uit Riglits Act, 

Says Reid." The 'Times (London). May 25, 2007, at 

http:/- WWW co.uhtol/new.s/potiucs/cu'ticielH37662.ece. 
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The US. should be wary of the EU’s radical political agenda and of the way it spends 
money inside the United States for the purposes of furthering its favored political causes. 
This includes the funding of nonprofits and advocacy organizations to advance such 
controversial issues as: 

* U.S. membership on the International Criminal Court, 

» America’s abolition of the death penalty, 

* The standardization of international legal norms, 

® The closing of the U.S. Guantanamo detention facility, and 

* Debating U.S. detention and rendition policies."’ 

The EU-U.S. Counterterrorism Relationship 

Despite an unprecedented display of transatlantic solidarity following the 9/1 1 terrorist 
attacks, the EU-U.S. counterterrorism relationship has been marked as much by 
confrontation as by cooperation. The Lisbon Treaty, which was introduced in 2009, has 
also seen a huge boost in powers for the European Parliament, w'hich has flexed its 
legislative muscle to frustrate key U.S. counterterror policies. 

Passenger Name Records (PNR) Agreement. The U.S. .Air Transportation Safety Act 
of 2002 requires that the PNR data of travelers to the U.S. are provided to American 
authorities before the arrival of planes in the U.S. In May 2004. the EU and the U.S. 
agreed that airlines operating U.S. -bound flights would provide the U.S. authorities with 
travelers’ data contained in their reserv'ation systems before the flight’s departure. Being 
able to analyze the personal and financial data of passengers prior to departure, in 
conjunction with U.S. and international intelligence databases, allows analysts a further 
opportunity to spot any red flags and ultimately screen out potential terrorists. 

However, the European Parliament argued that the 2004 agreement violated ELI citizens’ 
privacy rights. The European Parliament’s objections revolved around the amount of 
PNR data transferred to the U.S. authorities, the lengtli of time such data could be kept, 
the degree of redress available to European citizens in cases of data misuse, and the 
potential for profiling by U.S. authorities. The 2004 agreement was annulled in May 2006 
on a technicality, and an interim agreement was provisionally agreed. 

In July 2007, the EU and the U.S. agreed on a third iteration of the PNTT agreement, and a 
seven-year deal w'as signed w'hich reduced the pieces of shareable information from 34 to 
19. Originally, the U.S. had asked for 38 data elements to be shared. However, the 
European Parliament has still not given its approval, w'hich is required for the accord to 


’’The Heritage Foundation will release a lengthy Special Report by Sally McNamara in the week 
coininencing May 9, 2011, dekuling how tiie European Union spent $1.23 billion inside tire United States 
from 2007 through 2009. 

Journal of the European Union. “Agreement between the European Union and the United States 
of America on the processing and transfer of Passenger Name Record (PNR) data by air carriers to the 
United States Department of Homeland Securirt (DHS) (2007 PNR Agreement).” August 4, 2007. 
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be fonnally enforced/^ In January 2011, the EU and U.S. formally entered into renewed 
negotiations for a fourth iteration of the PNR agreement. 

There is little doubt that the EU-U.S. PNR agreement is of significant value to European 
and American counterterror efforts — as testified to by Assistant Secretary for the 
Department of Homeland Security’s Office of Policy David Heyman;'^ former U.S. 
Secretary of Homeland Security Michael Chertoff;'^ and even Baroness Ashton of 
Upholland, the cun-ent EU foreign minister.''* Moreover, providing PNR data pre-travel is 
mandated under U.S. law, and to restrict this transfer contravenes what Congress has 
stated is necessary to protect .American security. 

Terrorist Finance Tracking Program (SWIFT). The Society for Worldwide Interbank 
Financial Telecommunication (SWIFT) is a Belgium-based syndicate of international 
banks, which started sharing large amounts of its processed data with the U.S. after 9/1 1 
for the purposes of tracking terrorists’ finances. When media reports revealed the 
existence of this program in 2006, the European Data Protection SuperUsor ruled that the 
transfers breached EU data protection laws,'" and in February 2007, the European 
Parliament resolved that proposed U.S. improvements to the program were insufficient to 
adequately protect the personal data of EE^ citizens."' U.S. negotiators were once again 
sent back to the drawing board. 

In July 2009, SWIFT announced changes to its data storage which necessitated yet 
another EU-U.S. agreement. A new interim agreement was formally concluded in 
November and ratified by the European Council.'^ Nevertheless, in February 2010, the 
European Parliament’s Civil Liberties, Justice and Home Affairs Committee voted down 
the agreement, and the parliament as a w’hole refused to give its consent on the basis of 


”ln May 2010, parliament postponed its approval vote of tlie July 2007 agreement and asked the European 
Commission to instead present a convprehensivc PNR plan for inlra-EU PNR e.vdianges and PNR 
exchanges witli a number of lliird parties including tire U.S. 

’ 'Testimony of David Herman and Vicki Reeder, "Intcmationjii Aviation Screening Standards,” 
Subcommittee on .Aviation Operations, Safety and Security, Committee on Commerce, Science, and 
Transportation, U.S. Senate. December!, 2010, p. 12, at 

http: //commerce. senate. gnv/puhtic/? a- Filef;Serve&.FileJd^5che46HO-jlJ2-4]aH~a4a5~03023232c5f6. 
‘Tiotise of Lords European Union Committee. “Ttie EU.dJS Passenger Name Record (PNR) Agreement,” 

2 Isl Report of Session 2006-2007. Mav 22. 2007, p. 1 1 . 

'^Ibtd. 

’ ’Press release, '’Agreement Achieved on the Use of SWIFT Data.” Gcnnaiiy 2007-Prcsidcncy of tlic 
European Union, June 29. 2007, at 

http.: /wwM:eii2007.de/en/New.s/Hre.ss_Refeases/Jitne./()629HMI’'.swtft.html (March 0, 201 1). 

''JSiiropean Parliament, “PNR-SWIFT,” 2007, at 

http://w\vw.europarI.europa.eu/.sklc.s/getDoc.do?pubRef=-/./EP.//R'ONS(jML+TA-P6-TA-2007- 

0039+0-DOC+PDF+V0//EN. 

’ Council of the European Uniotr "Council Decision on tlie signing, on behalf of the European Uiuon, of 
tlic Agreement bcrtvccii tlic European Union and the United States of America on the processing and 
transfer of Financial Messaging Data from the European Union to the United States for purposes of tire 
Terrorist Finance Tracking Program,” November 27. 2(K)9, at 
http: /register. consdhu!i.eLiropa.eu./pdJ/en/()9/stl6/stl6J t0.en09.pdf. 
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privacy concerns, proportionality, and reciprocity/* Acting under powers granted to them 
by the Lisbon Treaty, the European Parliament’s vote rendered the agreement legally 
void. A center-right Polish MEP told me after the vote that there was significant 
“cheering and whopping” among parliamentarians after the vote. 

The U.S. Mission in Brussels has stated that from 2001 through February 2009, the 
SWIFT agreement had resulted in more than 1,500 reports and numerous counterterror 
leads being given to European governmental authorities.'^ The Spanish Interior Minister 
further revealed that SWIFT data had been used to investigate the Madrid train bombers 
and that the data were integral to preventing a later attack on Barcelona.^*' 

It was not until .Tune 2010 that the European Commission was able to conclude a new 
draft agreement with Washington, and only with the inclusion of a number of new 
restrictions, including (1) oversight roles for both the European Commission and Europol 
to oversee the transfer of information and (2) limiting information requests to make them 
as narrow as possible.^' 

Foreign Terrorist Organizations (FTOs). The EU’s common definition of terrorism 
and designation of terrorist individuals and groups has acted as a pow'erful sanction 
against the free flow of terrorist finances. An individual or organization that is designated 
terrorist by both the EU and the U.S. is effectively being denied access to the world’s 
biggest financial markets. 

In 2005, Congress passed a bill urging the EU to add Hezbollah to the EU’s wide-ranging 
list of terrorist organizations.^^ The EU’s refusal to proscribe Hezbollah as an FTO is 
impossible to understand. The Lebanon-based group is a radical transnational terrorist 
entity responsible for several acts of mass murder, especially against U.S. targets, 
including (1) the April 1983 bombing of the U.S. embassy in Beirut which killed 63 
people, including 17 Americans; (2) the October 1983 suicide taick bombing of a U.S. 
Marine barracks at Beirut Airport, which killed 241; and (3) the 1996 Khobar Towers 
bombing in Saudi Arabia, which killed 19 U.S. serv'icemen. Hezbollah also serves as a 
terrorist proxy for the Iranian government, which has ramped up its attacks on Israel in 
recent years. 


‘“European P.arlianient. "SWIFT: MEPs to Vote on Backing or Sacking EU/US Data Sharing Deal. ’ 
Februar\ 5, 2010, aihUp://\vwM.curopai-leuropa.eu.\‘iides/<^eiDi)c.do?pubRef=-//EF//TEXT+IM~ 
PRESS-20100205ST06S536-0+D0c-M-1L+V0//Eh'. 

‘ '‘“European Parliament Rejects SWIFT Deal for Sliaiing Bank Data with U. S.,” Deutsche W’cllc, Fcbnnny' 
11, 2010, aihttp://wMnvxhv~worklde/dw/article/0,,5239595,00.html. 

^'dhid. 

“’Council of the European Union “Council Decision on the conclusion of the Agreement beUveen the 
European Union and Uie United Stales of America on the processing and transfer of Financial Messaging 
Data from tlic European Union to the United States for the purposes of the Terrorist Finance Tracking 
Program,” June 24, 2010, at http://register.consiHuni.europa.eii/pdpen3lQ/stll/stll222-reOLeniO.pdf. 

““S. Res. 82 andH. Res. 10 i, “A Resolution Urging the European Union to add Hezbollah to the European 
Union’s wide-ranging list of terrorist organizations,” at 
htip://www.govtrack.us/congress/hiHtext.xpd?billsr]09-H2 and 
http: //yvw\v.go\'track.us/congrs.ss./hi!lte.xt.xpd?bill=hr] 09-1 01. 
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Europe's willingness to turn a blind eye to Hezbollah’s activities in Europe, especially its 
extensive fundraising efforts, is unconscionable. Hezbollah’s “secretary general” Hassan 
Nasrallah recently stated that without European support “our funding [and] moral, 
political, and material support will . . . dry up.”"’ 

The United States rightly considers Hezbollah “a direct and growing threat to the United 
States and Latin America.” The EU should finally list Hezbollah as an FTO and 
effectively freeze Elezbollah’s terrorist operations in Europe and erode one of its primary 
fundraising bases. 

Detention and Renditions Policy. TheEU has been categorical in its condemnation of 
U.S. detention and renditions policies. In 2006, EU Counter-Ten'or Coordinator Gils de 
Vries stated: 

In the fight against terrorism popular support is critical, including among 
Muslims. The stmggle against terrorism is first and foremost a conflict 
over values. To win the battle for hearts and minds our policies to combat 
terrorism must respect the rights and values we have pledged to defend, 
including the rights of prisoners. Abu Ghraib, Guantanamo and CT.A 
renditions have damaged America’s standing in the world and have 
compromised our common struggle against terrorism. Credibility matters. 

The European Union continues to believe that in this battle we should be 
guided by established international legal standards, including international 
human rights law. Any war paradigm should operate within these 
standards.^'' 

In November 2005, the Washington Post and Financial Times published reports stating 
that the U.S. Central Intelligence Agency (CIA) was operating covert detention facilities 
in Central and Eastern Europe, where terrorist suspects were being interned without 
charge and then rendered to third countries for the purposes of torture.^^ In January 2006, 
the European Parliament set up a 46-member committee to investigate these allegations,^'’ 
pledging to leave “no stone unturned” in their year-long investigation to find out whether 
or not the CIA had used European countries to transport and illegally detain terrorist 
suspects. Poland and Romania were identified as alleged host countries of the U.S. 


"“Steven J, Rosen. 'The Arab Lobby: Tlie European ComiK)tK5nt,” The Middle T'.ast Ouanerly, Vol. 17. No. 
4 (Fall 2010), p. 25, ai hUp:>MM:MTmeforumMrg/m 

"^Gils Dc Vries, 'The Fight Against Terrorism: Five Years After 9/11,"’ London School of Economics & 
King's College London, Jimc 30, 2006, at 

htip://www.consiIh{m.eiiropa.eiiuedocs'cmsUpioad‘'060630LondonSchoolEconomics.pdf. 

“ ’Dana Priest “CIA Holds Terror Suspects in Secret Prisons,*’ The Washington Fast. November 2. 2005, at 
http://w\vM-M'ashingtonpost.cx->m/wpy-dyn/content/article/2005/l}/0l/AR2005n010}644.htmT and Jan 
Cienski e! al . “Evidence CIA Has Secret Jails in Europe.” Financial Times, November 3. 2005, 

’'European Pai'liamcnt, “European Parliament Decision Setting Up a Temporary Committee on tlic Alleged 
Use of Eiuopean Coimtries by the CIA for tlie Transportation and Illegal Detention of Prisonei^s,” Januaiy' 
18. 2006. ‘dtwwM\europarl.et{ropa.ewsides/getDoc.do?language-EN&piibRef—//EP/TEXY+TA-P6-TA- 
2006-0012 ! 0 ! DOC XML ' IW/EN. 

■'Sarah Ludford, quoted in “European Parliament CIA Committee-First Meeting.” Jamiaiy^ 26, 2006, at 
WWW. samhludfordinep.org. uk. news/0006 1 Lhtml. 
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detention facilities, and EU Commissioner Franco Frattini warned them that their voting 
rights in the European Council would be suspended if they w'ere found guilty of hosting 
any such facilities.^* 

In December 2005, U.S. Secretary of State Condoleezza Rice made a detailed speech to 
clarify the Administration’s policy on rendition,^'* and U.S. Attorney General Alberto 
Gonzales met with Commissioner Frattini in Vienna in May 2006 to personally reassure 
him that the U.S. neither tortured nor was complicit in the torture of suspects.^” 
Nevertheless, in its final report, the parliamentary committee concluded that the 
“excesses” of “the so-called ‘w'ar on terror’,” have produced, “a serious and dangerous 
erosion of human rights and fundamental freedoms.”^* 

No statement has been issued to clarify this position in light of reports that CIA sites in 
Europe could have played a key role in the successful operation against Osama bin Laden 
in May 2011, which EU presidents Herman Van Rompuy and Jose Manuel BaiToso said 
in a joint statement “makes the world a safer place.”” 

Bilateral Cooperation 

Despite Bnissels’ increased role in counterterror policymaking, the EU has not replaced 
the bilateral relationships that have been formed between lawmakers, intelligence 
officers, and the security services over many decades. The Anglo-zAraerican relationship 
stands out in particular for the remarkable ease with which intelligence officers operate 
together. For example, in August 2004, the joint U.S.-U.K. investigation known as 
Operation Rhyme, which prevented multiple al-Qa.eda attacks on key financial 
institutions in the U.S. and the U.K., was cited in congressional testimony by FBI director 
Robert Mueller as one of a number of “unclassified examples of successes in the war 
against teiTorism that would not have been possible without extensive cooperation and 
coordination with our partners.”^* Mueller and President Bush also cited Operation 
Crevice as a major success of British-American intelligence-sharing which thwarted an 


■’^Liike Harding, "EU Threat to Countries With Secret CIA Prisons,” I'he Guardian^ November 29, 2005, at 
htip://w\v\\Kguaniian.coAik/\\uirld^2005/no\>/29/germany.ett. 

"^Condoleezza Rice. '■'Remarks Upon Her Departure for Kurope.” December 5, 2005, at 
hllp://yv\vM'. stale. gov/(kK:umenls/orgamza1ion' 124099.pdf. 

^'Veronika Oleksy xl, "Gonzales Denies Torture by U.S.," Deseret News (Sail Lake Cilyy, May 4, 2006, p. 
A4. ‘dihttp://findarticles.com/p.^articles/mi_qr}4i88/is_20060504/ai_nl6359422/?tag-comeni:coll . 
^’European Parliament, Final Report on the Alleged Use of European Countries by the CIA for the 
Tnm.sportation and Illegal Detention of Prisoners, A6-0()2()/2()()7, January' 30, 2007, p, 6. at 
w\vw.eiiropar}.eiiropa.eu/comparhtempcotw‘tdip.final_report_en.p<f. 

on llie Death of Osama Bin Laden.” European Union E.vlemal Action, at 
btip://ei(ninion.org/emaiIcampaigns/pre\hew.php?previe\vtype=htmlS:nl=284&c=894&m=816S:s=652d5 1 
dc2Se2b 7e078504464c9ebb07e. 

^^Robcit Mueller. ‘Transfonning tlic Federal Bureau of Inv'cstigation,” statement before the Subcoinmittcc 
on Science, State, Justice, and Conmievce, and Related Agencies, Committee on Appropriations, U.S. 

House of Representatives, September 14. 2005, at 
http://www2.fhi.gov'congress/congress()5/mueller09]4()5.htm. 
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al -Qaeda plot to detonate fertilizer bombs in a British shopping center and a London 
nightclub. 

British and American intelligence officers were also in close contact for months, tracking 
and subsequently preventing the transatlantic airline bomb plot in summer 2006, which 
would have resulted in a projected death toll of at least 1 ,500.’’ After the arrest of 21 
men, then-Prime Minister Tony Blair stated: “There has been an enormous amount of 
cooperation with the U.S. authorities which has been of great value and underlines the 
threat w'e face and our determination to counter it.”’^ 

Recommendations 

To achieve a cooperative EU-U.S. relationship in counterterrorism, I w'oiild recommend 
the following policies to the EU: 

• The European Parliament should approve the 2007 EU-U.S. PNR 
Agreement without modification. The EU should also consider extending the 
agreement for an additional seven years in light of the substantial evidence 
supporting its critical role in countering terrorism. 

• The current EU-U.S. negotiations to adopt an umbrella agreement on data- 
sharing should accept U.S. data privacy standards as adequate. An umbrella 
agreement should not seek to limit future agreements by restricting how and when 
information can be used, or imposing onerous monitoring requirements. 

* The EU should add Hezbollah to its list of foreign terrorist organizations. 

The EU and tlie U.S. should coordinate their FTO lists as closely as possible, and 
the EU should add Elezbollah as a designated terrorist entity. 

* EU member states should exclude foreign-born individuals who engage in 
terrorist activities. If a foreign-born individual is convicted of a terrorist offense 
in one EU member state, s/he should thereafter be excluded from all EU member 
states. 




^“'Press release, “Fact Sheet: Plots. Casings, and IiiTillrations Referenced in President Bush’s Remarks on 
the War on Terror,” The White House, October 6, 2005, at http:.'/gcorgeM’bush- 
whitehouse-archives.go\'/news''re}eoses/2005/10/2005 1006-7. hmiL 

'‘^Jaiiics Auger, “Eight Britons on Trial over ‘Unprecedented’ 2006 Tcirorist Plot Agamst Multiple 
Airliners, ’’ Global Insight. April 4, 2008. 

^‘’BBC News, “Airlines Terror Plot’ Disrupted.” August 10, 2006, at 
http: /.'news. hhc. CO. ub2/l'u/uk_news/477H575.stm (March it, 201 1). 
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Mr. Burton. Now, you are with the Margaret Thatcher 

Ms. McNamara. Center for Freedom. 

Mr. Burton. Boy, they picked the right one for that job, I will 
tell you. You are a tiger. 

Ms. McNamara. Thank you. 

Mr. Burton. Margaret Thatcher would be proud. 

I had a whole bunch of questions, but I was mesmerized by some 
of the things that you said. 

First of all, it is very interesting; you think that if the EU was 
more cooperative in trying to cut off funds to Hezbollah, that we 
could have that operation or that organization dry up because they 
have said so themselves. 

Ms. McNamara. I don’t think that we could end Hezbollah, but 
we could make things incredibly difficult for them. They use Eu- 
rope as a logistical base. They use it as a staging point, and the 
United States has passed legislation requesting, time and again, 
that the European IJnion list Hezbollah as a Foreign Terrorist Or- 
ganization. 

That needs to happen, and it needs to happen sooner rather than 
later. We have seen no fruits of any sort of engagement, except the 
fact that Europe is nothing more than, as they say themselves, a 
political, a moral and fundraising base. 

Mr. Burton. Wow. 

I want you to make notes on everything this young lady said, be- 
cause when I go to Brussels, I want your statement. I am certainly 
going to utilize some of that. 

Let me ask you a couple of other questions and you can comment 
too. Dr. Schmitt, if you would like. One of the things that concerns 
me is what I asked the first panel, and that is across the northern 
tier in Africa and in the Persian Gulf area, we see the rise of the 
“freedom movement,” the “Arab Spring” movement. 

I would like your take on that and how that will — what will the 
end result be if all of these uprisings are successful? 

I am very concerned, I know that Muammar Ghadafi has been 
a tyrant for a long time, but we took him off the terrorist list a few 
years ago. And now, we are participating with France and England 
in running him out of office. There is a major civil war going on 
over there. 

In Egypt, we have seen a big change. Mubarak is gone, and we 
are looking forward to elections in, I believe, September and later 
on in the year. 

We see changes possibly in Syria and elsewhere. 

My big concern, as you heard from the first panel, is what are 
we going to have in the future. Because I am very concerned that 
more radical elements may be on the horizon. I don’t know what 
we could do to predict that or to completely eliminate that possi- 
bility, but I would like to have your ideas on how we should deal 
with this unusual state of affairs that are taking place all through- 
out that region right now. And as I said before, it is not just be- 
cause of security and stability in the Middle East; it is because of 
the energy needs of the United States. We are so dependent, at 
least in large part, on energy from the Middle East. And if we see 
radical elements take over in Syria, and ultimately, possibly in Jor- 
dan, in Egypt, in Libya and across that area, and then we also 
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have some problems in Yemen, as you know, big problems in 
Yemen, and in the Persian Gulf, Oman and elsewhere. I would like 
to know what you think, from your think tanks’ perspective, what 
we can expect and what we should be doing to stop the possibility 
of radical elements taking over. I know that is a big, big question, 
but it is one I think is extremely important. 

Mr. Schmitt. That is a big question and a question whose re- 
sponse from a lot of these countries will vary from different cir- 
cumstances. We will have different players and different ways of 
influencing outcomes in each country. But I am 

Mr. Burton. Let me interrupt. We have been told by our intel- 
ligence people al-Qaeda is in Libya. People, who have fought in Af- 
ghanistan that are al-Qaeda, are now in some leadership positions 
with some of those units and tribes in Libya. And in Egypt, the 
Muslim Brotherhood is an organization that in the past has been 
looked upon as a radical organization. The same thing is true over 
in Syria; they are concerned about that. 

So you do have large radical elements in those areas. They may 
be different in some respects, but I think we, as Americans, ought 
to have some idea of where we are heading, especially if we are 
talking about giving support to the rebels in Libya and the demo- 
cratic movement in Egypt and possibly supporting movements in 
these other countries as well. 

Mr. Schmitt. I would say 

Mr. Burton. Excuse me, we get one view from the State Depart- 
ment and from Homeland Security; this is the American Govern- 
ment’s position. But you folks are experts in think tanks that work 
on this all the time, and I would like to have your candid observa- 
tions in this area. 

Mr. Schmitt. Well, to start, I am quite worried that the “Arab 
Spring” is going to turn into an “Arab winter,” and I mean that in 
the worst possible way, which is precisely the point you are mak- 
ing. I have had a number of conversations with friends in Euro- 
pean governments and the European Union about their plans and 
what they want to try to accomplish in wake of all these revolu- 
tions. And what you get from them is mostly, “We know that we 
basically had all these failed policies for the last 10 years, includ- 
ing our Neighborhood Policy.” So then you ask them, “Well, what 
are you going to do now?” and they have no answer. 

So there is a passivity on the part of Europe and our European 
allies about exactly how to handle the situation. They are still try- 
ing to figure out what kind of policies we are going to implement, 
so that is not a good sign. 

On the American end, I would say that I think, to be frank, the 
administration has something of a hands-off approach to what is 
going on, out of the fear that they will look like they are being 
American “colonialists,” so to speak. 

I don’t think that is the way to handle the situation. If you want 
to prevent the worst from happening, you have to get involved. It 
doesn’t mean you will always succeed, but I do know if you are not 
deeply involved in trying to move things forward in the right way, 
you won’t succeed. You won’t have the success that you want. And 
you wind up with radical elements actually. Because they are more 
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organized and more ruthless, they will wind up being the dominant 
figures in these revolutions as we move on. 

So I think we are actually in a quite dangerous period, where we 
have on-going revolutions but both the United States and our allies 
are acting way too passively when it comes to these changes. 

Mr. Burton. Ms. McNamara. 

Ms. McNamara. I absolutely agree with my friend. Dr. Schmitt. 
American leadership matters. I think there has been this idea that 
if America takes a back seat, it won’t look like a colonialist. Well, 
I am afraid there is a difference between taking a back seat and 
looking weak. 

Europe, I think, can only succeed if America is involved, and I 
think American leadership is desperately needed in the region. 

With regard to Libya, I think Libya is a key test, because if 
Libya goes the right way, I think it will provide an example. 

I do agree, sadly, that I don’t think we have entirely our eye on 
the ball. 

We have seen recently President Obama, President Sarkozy and 
Prime Minister Cameron put out a big paper saying, Ghadafi abso- 
lutely has to go. 

Well, okay, I agree. How are we going to do it? 

And I don’t think that is entirely clear to us. I would like to see 
a stronger objective. I would like to see greater American involve- 
ment. 

One thing that I am not in a position to comment on and you 
may know yourself, surely we have intelligence on Libya and the 
opposition in Libya. We have been there for a number of years now. 
We have had a failed engagement strategy, but the result of that 
is that we probably have a lot of Western involvement and a lot 
of Western intelligence. We probably know something about the op- 
position, even if we don’t know everything about them. 

We need to start looking now; who do we think is in our best in- 
terest? Who are the Libyan people going to support? I don’t know 
this is a civil war. It looks to me as if Ghadafi is just massacring 
his own people. I think Libya will be a key test case, and that is 
why I would like to see greater involvement. 

Finally, the EU has comprehensively failed. A few years ago, we 
had a lot of excitement around this thing called “the Mediterranean 
Union.” It was hailed as one of the EU’s greatest strategies that 
was going to engage North Africa, and make it more democratic. 
There was going to be great energy projects. We were going to im- 
port solar power. I mean, some of the stuff we were saying was lu- 
dicrous. As it happened, we spent a lot of money and not seen any 
results. 

David Cameron has recently asked the European Union to look 
at its entire aid program, look where the money is going and what 
effect it has. The provisional reports that are coming back state 
that their aid projects are absolutely horrific. Where they are not 
spent corruptly, they are spent badly, and it is highly ineffective 
in terms of what we want to do: Promote our values, relieve pov- 
erty, that sort of thing. So I think the EU needs to take a root and 
branch look at its aid policies and change them. 

Mr. Burton. Mr. Bilirakis. 
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Mr. Burton. I may have another question or two after my col- 
league. 

Mr. Bilirakis. Yeah, I am not going to be long. 

Mr. Burton. Take your time. 

Mr. Bilirakis. Thank you, Mr. Chairman, I appreciate it. 

I want to pose the same questions that I posed to the previous 
panel. Maybe I can ask Ms. McNamara first. Again, on the EU 
dragging its feet and sharing the data as it relates to the pas- 
sengers’ name records, can you elaborate on that, please? 

Ms. McNamara. In my longer testimony, I have outlined what 
happened and the different iterations we have been through, and 
it looks almost like a fairytale. The Europeans want this. The 
Americans agree, even though they think it will limit the program. 
And the Europeans once again say, not good enough. 

Originally, America asked for 38 pieces of data. You have now 
said, okay, give us 19. This is mandated by U.S. law that this infor- 
mation has to be provided in advance, that is why, in my view, it 
happened. So good one for doing that. But the Europeans don’t like 
this program. A Polish MEP came to Heritage in late February last 
year. Under the Lisbon Treaty, new powers granted to the Euro- 
pean Parliament saw them immediately strike down the third 
iteration of the PNR agreement. And he said, “When the European 
Parliament did this, there was whooping and cheering in the cham- 
ber.” He said, “I had thought we had won the World Cup or some- 
thing.” And he said, “All I heard was. We have got those Ameri- 
cans,’ as though it was ‘a them and us.’ And the ‘us’ isn’t the ter- 
rorists; the ‘us’ is the Americans.” 

The most absurd part about this, we act as if we are trying to 
just protect Americans. We are not. We are trying to protect people 
in the EU, too. We are trying to protect the crew, the staff pilots. 
If al-Qaeda is intent on crashing the plane, as we saw awfully in 
Pennsylvania, if they can’t manage to get their target; they will 
crash it wherever, and kill as many people as possible. This is 
about protecting European people as well as Americans. 

I think this is about being muscular for the European Par- 
liament. I worked in the European Parliament for 3 years, and I 
can tell you, I never experienced anti-Americanism like it in my en- 
tire life. I think this is about the European Parliament being juve- 
nile. They have got these new powers, and they want to use them. 
I think that the PNR agreement that we have in place, I think it 
should be not only agreed; I think it should be extended for another 
7 years. 

I would like to see more pieces of information, but that probably 
won’t happen. The agreement we have got, we have testimony that 
it will suffice. We even have the EU Foreign Minister saying on 
record, before she was appointed, that this is a vital program. She 
testified in the House of Lords that the PNR agreement was a vital 
program. And now, all of a sudden, we are seeing pushback on it. 
I think it’s wrong. 

Mr. Bilirakis. Thank you. 

Dr. Schmitt. 

Mr. Schmitt. Sally is absolutely right about the new EU Par- 
liament exercising its muscles since the Lisbon Treaty. I think one 
of the things that we sometimes don’t appreciate is the degree to 
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which there has been sort of very fundamental changes in EU gov- 
erning structures with the Lisbon Treaty. It is called a treaty, but 
it is in fact very much a constitutional agreement. 

I would also say that along with the Parliament, that one of the 
difficulties we have is with the European Court of Human Rights, 
another body which is relatively independent and not responsible 
directly to home governments. And it has produced a lot of deci- 
sions which are very problematic when it comes to security. 

I do know that, if I was in government now, it would be a very 
complex thing to handle. I mean, we do have, I think it is fair to 
say, very good bilateral relations with a lot of countries, even coun- 
tries that we were very much in disagreement with over Iraq and 
other matters, but when it came to intelligence sharing and secu- 
rity matters behind the curtain, they were very cooperative. 

The EU element really does make this a much more complex 
game. Whether the EU Parliament matures or not, that is an open 
question. But right now it is a very difficult obstacle in getting 
these security matters accomplished. 

Mr. Bilirakis. Thank you. 

Ms. McNamara. I am sorry, there are a couple of things that I 
forgot that I would like to say. 

Y^ou recently, a few years ago, added new countries to the Visa 
Waiver Program. I think the Visa Waiver Program is a fantastic 
thing. Not least of all, it is a public diplomacy thing. Eamiliarity 
breeds favorability. When people come to the United States, they 
find they love Americans. They are great. They want to come back. 
They want to spend money. Everyone is a winner. 

However, the part of having all these flights coming in, you need 
information, and you need to stop the bad guys from coming. And 
so, when you upgraded the Visa Waiver Program, you upgraded the 
security requirements, and it has been very, very successful. 

At the time, I remember, I held a public program, and we hosted 
the Honorable Richard Barth. The EU was in the audience, and a 
commission official stood up and said, we might take member 
states to court because they have no right to be giving the Ameri- 
cans this information; it is up to the EU how much information 
they get. 

The EU again is trying to supernationalize visa policy. Because, 
I think Dr. Schmitt is right, at a nation state level, it works pretty 
well; the EU is a complicating factor. 

Now, one warning I will give here — I am afraid the EU might 
have actually listened to Heritage Eoundation for once. Eor a num- 
ber of years, I have recommended that there should be an umbrella 
agreement in terms of respecting American data standards — data 
transfer as good standards, that Europeans can accept that the 
way the Americans treat data is good enough. The EU and U.S. is 
now negotiating that umbrella agreement. 

However, I am very afraid that that umbrella agreement is going 
to turn into the EU trying to limit future agreements. Instead of 
it just being a generic agreement saying that we accept that Amer- 
ica has good ways of treating data, they are going to say, only if 
it is limited to being held for a certain amount of days, narrowly 
providing the scope that you can request information. 
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I am afraid that this umbrella agreement will be a shopping list 
of restrictions, rather than something that makes these agreements 
easier, and I would caution you to be very careful on that. 

Mr. Bilirakis. Thank you very much. 

Dr. Schmitt. 

Mr. Schmitt. I apologize, but just one big larger point, which is 
that, if a bomb, God forbid, goes off in London, it is not the EU 
Parliament that is held responsible. It is the members of Par- 
liament of the United Kingdom. And I think that is a really funda- 
mental distinction and problem, which is that you have members 
of a governing body in the EU Parliament who are elected on all 
kinds of grounds but rarely on protecting the citizens of a par- 
ticular country. 

Mr. Bilirakis. Thank you. 

Mr. Chairman, one more question? 

Mr. Burton. Sure. 

Mr. Bilirakis. Thank you. 

Again, the question with regard to Albania, what do you suppose 
the Department of State and DHS are doing to make a dent in 
stamping out the human trafficking, the narcotrafficking and the 
arms trafficking that characterize the economy in countries, such 
as Albania? 

Mr. Schmitt. I really don’t have the expertise to be able to an- 
swer that with any specificity. 

My suspicion is that this is something they have given over to 
the European Union to take responsibility for since basically the 
Europeans face the brunt of it. Doesn’t mean that we don’t have 
responsibility, but if I had to guess, given the resources, I would 
say that is probably something they are looking for Brussels to ad- 
dress less than we are. 

Mr. Bilirakis. Ms. McNamara, would you like to comment? 

Ms. McNamara. The European Union does actively deal with Al- 
bania. 

I spend the vast majority of my time talking about what the EU 
shouldn’t be doing. So let me change that and talk about what the 
EU should be doing. The EU should have a sensible neighborhood 
strategy. The one thing where I think the EU could be helpful is 
in its Eastern neighborhood and in the Balkans. And, I would like 
to see them focusing more of their aid and more of their attention 
and more of their energy on that area of the world, instead of hav- 
ing this idea that they are going to have a unified Middle East pol- 
icy and Catherine Ashton is going to save the world. Lord help us, 
it is not going to happen. So I would like to see them have a more 
proactive strategy in the Balkans. 

In terms of where the United States can work, I think NATO is 
going to be a superb format for this. What we have found is that 
countries, who have got into NATO, and Albania is a recent mem- 
ber of NATO, they generally do very well inside the alliance, be- 
cause they pick up best practices; they liaise with their colleagues. 
It is a very easy way of sharing information, of saying, hey, we 
don’t like this, you better do something about it, without making 
it an official diplomatic hoopla. So I definitely think you should use 
your channels within NATO to advance that, all of the allies and 
especially the United States. 
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Mr. Bilirakis. Thank you very much, thanks for the testimony. 
Appreciate it. 

I yield back, Mr. Chairman. 

Mr. Burton. My colleague and I are going to visit Greek Cyprus 
and Turkey before too long, and we will probably have some ques- 
tions for you down the road. 

One of the troubling things, at least it troubles me, that you just 
indicated, was that the EU seems to want to usurp some of the in- 
telligence capabilities or the dissemination of intelligence informa- 
tion to the United States or between the United States and these 
countries. That is troubling because, as you said before, we have 
had a pretty good working relationship with most of those Euro- 
pean countries regarding intelligence gathering. Is this a problem 
that is going to increase? Is it going to be more difficult to get intel- 
ligence data because of the EU? I was not aware of this kind of 
problem until today. 

Ms. McNamara. It would be an overstatement for me to say to 
you that the European countries aren’t going to give you informa- 
tion because of the EU. Let’s face it, as Dr. Schmitt said, it is the 
governments of these countries who have to protect their citizens. 

Mr. Burton. Sure. 

Ms. McNamara. And so ultimately I think intelligence services 
are working pretty well. 

In terms of the EU trying to limit that, it is definitely the case. 
They have stated their outright goal is to have one judicial system 
in Europe. Now that might sound great, but in reality, it is not 
going to happen. Could you imagine if you, Mexico and Canada, all 
of a sudden, tomorrow, said, we are going to have one judicial sys- 
tem? Most people would think it is quite nuts. There is a reason 
why you have differences. It is the same in Europe. So the EU has 
institutionalized things. 

We have this thing called SitCen. We have Europol. We have 
Eurojust, all of these things, which most British people don’t even 
know about; these are trying to get in on the intelligence game. 
And I think that is hugely problematic. 

Now, one thing I will say to you, the EU occasionally operates 
with the height of hypocrisy, and the European Arrest Warrant is 
one of those things. We have had a yearlong investigation by the 
European Parliament over U.S. rendition practices. Oh, the Ameri- 
cans are breaking the law; they are doing this, and they are doing 
that. 

The European Arrest Warrant means that one member state, 
let’s take Greece, for example, can request from Britain any person 
be extradited to Greece without a single bit of prima facie evidence. 
Does this happen? You betcha; 1,800 British citizens have been 
rendered to countries around Europe from Britain in the last years. 
We were told that this was an antiterrorism measure; it is not. The 
vast majority of those people, who are being rendered to other Eu- 
ropean countries, are extradited because they left a gas station 
without paying the bill. Now, I know gas prices are high, but it 
ain’t a reason for extradition, let’s face it. 

Mr. Burton. 1,800 you said. 

Ms. McNamara. 1,800, I believe, is the latest number. 

Mr. Burton. That is because of the EU’s policies? 
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Ms. McNamara. Absolutely, 100 percent, the European Arrest 
Warrant. It was a flagship project by the European Union, meant 
to be about terrorism, and it has not been about terrorism. Scot- 
land Yard has said, complying with all of these warrants, finding 
the people, sending them over, all of that sort of thing, it has taken 
our resources up. That is what I was testifying about diverting the 
resources, the key resources from member states to do ridiculous 
things like this. I would rather the U.K. be using its antiterrorism 
resources to look at who is preaching hate, to render terrorists; not 
to get people who haven’t paid their bill at a petrol station. 

Mr. Burton. Let me just ask both of you this question, what in 
your opinion should we do as far as intelligence-gathering capa- 
bility — take the CIA or EBI or DIA — what should we be doing to 
make sure that there is complete cooperation between the Euro- 
pean countries that are at risk, just like we are, and not have to 
worry about there being an impediment to getting that intelligence 
information? I guess maybe I am not making the question clear. 

I am really concerned, after hearing what you said today, that 
information that we might need in order to stop somebody like bin 
Laden, or one of his minions, from perpetrating another attack on 
England, Erance, United States, wherever they happen to be, that 
we might be at risk of not being able to stop that because there 
is an impediment to this sharing of information. So if you could 
just give me a reassuring answer that our intelligence sharing will 
overcome these impediments. 

Ms. McNamara. My number one recommendation would be to 
maintain your bilateral alliances. 

Mr. Burton. With individual countries? 

Ms. McNamara. With individual countries. 

Mr. Burton. And not go through the EU? 

Ms. McNamara. With all due respect to President Obama, when 
he first came into office, I think he found a lot of enthusiasm for 
the EU. He thought this, you know, is a great multilateral alliance, 
and I think he has slowly realized over time, you know what, some- 
times it is best to go through your bilateral alliances. 

In my view, the vast majority of time, for things like intelligence, 
which is so important, you must maintain those strong alliances. 
And there is a way of doing that; Poland is a perfect example. Po- 
land is such a strong ally. I met a Polish guy a few weeks ago who 
said to me, can you tell me, Sally, why is it okay for 2,000 Polish 
soldiers to be fighting alongside the Americans in Afghanistan 
where they don’t need a visa, but we need a visa to get into the 
United States, when the guys in the Czech Republic next to us, 
they can just get in on visa waiver? 

These things are often interlinked. I think VWP is good public 
diplomacy. I think it is good to maintain your strong bilateral alli- 
ances. And also. Members of Congress, you have a fantastic posi- 
tion here. I would not be afraid to push back with the European 
Parliament. What they have done over the Passenger Name Record 
agreement has endangered a key counterterrorism policy. And I 
think you have every right to be angry about that. And you have 
parliamentarians on your side, particularly the European Conserv- 
atives and Reformist Group. It is a new inter parliamentary group- 
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ing in the European Parliament. And they are some of the most 
pro-American groups. 

Mr. Burton. Can you give me some information on that or give 
it to my staff so we have that? 

Ms. McNamara. Absolutely. 

Mr. Burton. Dr. Schmitt. 

Mr. Schmitt. My impression from, again, when I was doing re- 
search on the book that we published last year and I held extensive 
discussions with intelligence and security officials in London and 
Berlin and Madrid and Paris, my impression was that the coopera- 
tion at the bilateral level was still very high and that there — this 
doesn’t make it easier, but there is a considerable amount of rhet- 
oric that points in one direction when operationally things are 
going quite well in another direction. 

So there is a little bit, as Sally was saying, hypocrisy and what 
public officials will say, but in fact what they are actually doing on 
the ground 

Mr. Burton. Let me end up by saying this, if you at your various 
organizations come up with any information that would lead to you 
believing that there is an impediment to the United States getting 
intelligence data that we need or our allies need, would you let this 
subcommittee know? Because we would immediately contact Home- 
land Security and the State Department to make sure that they 
knew that we were concerned about this. 

Mr. Schmitt. If I could just add one little thing; one of the prob- 
lems we found after 9/11 was that the European Union was a secu- 
rity risk in the sense that, the borders are so open between the 
member states, there was a need, in fact, to work with the EU to 
sort of strengthen their capacity to exchange information and so 
there wouldn’t be this sort of hole in the system where people had 
safe havens and could move around in ways that were a security 
risk. 

I think it has been clear that we think there are real problems 
in the European Union’s handling of some of these things, particu- 
larly in the Parliament and the court. On the other hand, there is 
a need to work with them precisely because the EU is not going 
to go away. 

Mr. Burton. Okay. I want to thank both of you for your testi- 
mony. It has been very enlightening and invigorating. 

I would like to say for the record that Representative Meeks and 
Engel, who are minority members of the committee, would have 
been here, but they are with the President at Ground Zero in New 
York, so they extend their apologies. 

Once again, thanks for being here, and we stand adjourned. 

[Whereupon, at 4:09 p.m., the subcommittee was adjourned.] 
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Open Session [7] 

Executive (closed) Session d] 

Televised [Z] 

Eieclronicaiiy Recorded (taped) PI 

Stenographic Record 1/ 1 


TITLE OF HEARING: 

“Overview of Security Issues in Europe and Eurasia^' 


SUBCOMMITTEE MEMBERS PRESENT: 

Dan Burton, Gus Bilirakis, Tim Griffin, Jean Schmidt, Ted Poe, Theodore Deutch. 


NON-SUBCOMM!'i’'r.EE JVIEMBERS PRESENT : (Markwirh an * if they are not m<imhers of full committee.) 

None 


HEARING WITNESSES: Same as meeting notiee atfaclied? Yes ["71 No 

Of "no", pOease list below and include title, agency, department, or organization!) 


STATEMENTS FOR THE RECORD: (List any stalements submitted for the record) 


Dan Billion N opening remarks 

Witness statement of the Honorable Daniel Benjamin, Coordinator for Counterterrorism at the U.S. Department of State 
Witness statement of Mr, Mark Koumatis. Deputy Assistant Secrelary-lniernaiional Affairs at the U.S. Department of 
Homeland Security 

mtness statement of Gary J. Schmitt, Ph.D., Resident Scholar and Director of Advanced Strategic Studies at the American 
Enterprise Institute 

Witness statement of Ms. Sally McNamara, Senior Policy Anafyst, European Affairs at the Margaret Thatcher Center for 
Freedom, the Heritage Foundation, 


TIME SCHEDULED TO REC0N\T:NE 
or 

TIME ADJOURNED 4:15 PM 
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Questions for the Record of the Honorable Dan Burton 
Committee on Foreign Affairs, LI.S. House of Representatives 
Hearing: “Overview of Security Issues in Europe and Eurasia” 
Thursday, May 5, 2011 

Ambassador Daniel Benjamin and Assistant Secretary Mark Koumans: 

Different Approaches to counterterrorism (CTi: 

There are similarities and differences in the counterterrorism strategies the U.S. and the 
Europeans pursue. While the day-to-day cooperation appears seamless, challenges are evident in 
the strategic approaches to counterterrorism. Diverse approaches and practices present 
challenges and offer opportunities for both sides. 

How do our allies and partners in Europe and Eurasia look at terrorism? What are 
ideological differences between their views and approaches versus ours? What 
challenges and opportunities arise from these differences? 

What tools/resonrces/legislative anthorities do our Europeans friends benefit from 
that our government would be able to use? 

Working with Europe to Prevent Global Threats: 

E.vperts argue that in the aftermath of bin Laden’s death, various al-Qaeda splinter groups might 
become even more dangerous. Over the past couple of years, attempts to attack the United States 
were plotted by the al-Qaeda in the Arabian Peninsula. This terrorist group is particularly 
dangerous as it targets young English-speaking Muslims by its sick attempts to make militancy 
look “cool and easy.” 

What is the United States doing with European and Eurasian allies to address the 
threat posed by al-Qaeda in the Arabian Peninsula, as al-Qaeda attempts to 
radicalize and recruit a new generation of English-speaking youth? Also, can you 
describe the transatlantic efforts to counter the threat of terrorism emanating from 
lawless regions in the Horn of Africa? 

Differences in the U.S. and European Terrorist Watch Lists: 

European and American lists of terrorist organizations differ. This difference allows entities 
designated by the U.S. State Department as Foreign Terrorist Organizations, such as Hezbollah, 
to fundraise in Europe. 

What tools do we have or need to cut off Hezbollah’s ability to fundraise in Europe? 
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Balancing Security and Prosperity: 

The Euro-Atlantic community is under constant threat from extremists. Given the close ties 
between Europe and the U.S., it is in all parties’ best interests to implement policies designed to 
counter terrorism while preserving the free movement of people and goods. Because of the 
significance of transatlantic trade to the U.S. economy and American jobs, it is important that the 
U.S. Government allow the free flow of goods and people while keeping suspicious persons and 
packages out of the U.S. (and Europe). 

How does your personal in Washington and abroad work to strike a delicate 
balance between ensuring free flow of goods and people (important for transatlantic 
trade, tourism, etc.) and keeping suspicious people and packages out of the U.S. 

(and Europe)? 

Terrorist Threat in Russia: 


According to an article Time published on January 27, 2011, Russia has had more serious 
terrorist attacks over the past decade than any other country with the exception of war zones such 
as Pakistan, Afghanistan, and Iraq. 

Does Russia face an increasing threat from terrorism? Are U.S. interests at 
increasing risk? 

2014 Winter Olympics in Sochi: 

On March 7 this year. The New York Times reported that Sochi, the site of Winter Olympics 
Russia is to host in 2014, is dangerously close to the volatile North Caucus region. Most of 
terrorists, who have attacked Russian citizens and foreign tourists in recent years, have come 
from there. Russian local and national authorities claim that they are doing what they can to 
secure the site. Concerns remain, especially following a fatal shooting of three tourists on 
February 18 this year. The suspects are local Muslim extremists. 

Does the United States regard the violence in the North Caucasus as primarily 
terrorist-related, or partly attributable to other causes such as separatism or ethnic 
conflict? 

What is the U.S. doing to help Russia with security measures for the Winter 
Olympic Games Russia is supposed to host in 2014? Scores of American and 
European tourists will likely attend. Our best sportsmen and women will 
participate. What is our plan to ensure their safety? 

Terrorist Threat In Central Asia: 


The U.S. State Department advises U.S. citizens and firms that there are dangers of terrorism in 
Central Asia, ranging from the Islamic Movement of Uzbekistan (IMU) to al-Qaeda and the East 
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Turkestan Islamic Movement (ETIM). Groups such as Hizb ut Tahrir (HT) also foment anti- 
Americanism, The IMU and its splinter group, the Islamic Jihad Union (IJU), not only threaten 
U.S. interests in Central Asia, but directly combat U.S. and NATO forces in Afghanistan. 

Do the Central Asian states face increasing threats from terrorist groups? Do these 
threats mainly emanate from outside the region (including from IMXJ/IJU forces 
now based in Afghanistan and Pakistan), or are indigenous terrorist groups 
emerging and strengthening? 

U.S. Counterterrorism Cooperation with Central Asian Countries: 

The U.S. trains and equips security forces and border guards in Central Asia. 

What are the main U.S. counter-terrorism assistance programs in Central Asia? 
How effective have the programs been in combating terrorism in the region? What 
are our European allies doing? How are we coordinating the effort? 

Other Counterterrorism Efforts in Central Asia: 


All the Central Asian states except Turkmenistan (which declares itself neutral) belong to the 
Shanghai Cooperation Organization (SCO), and the Collective Security Treaty Organization 
(CSTO). Both the SCO and CSTO have held counterterrorism military exercises in Central Asia. 
In the SCO, Russia and China have set up the Regional Anti-Terrorist Structure in Tashkent, 
Uzbeldstan, to combat the “three evils” of terrorism, separatism, and extremism. Some are 
concerned that these organizations are used to impart undemocratic values upon the member 
states. 


Is the United States cooperating with Russia and China, or the SCO and the CSTO, 
in combating terrorism in Central Asia? Why or why not? 

Visa Waiver Legislation: 

Recently introduced H R. 959 appears to change the main criteria upon which countries are 
allowed into the Visa Waiver Program. 

What consequences would this change have on, among other factors, the ability of 
the U.S. to keep our borders secure, prevent immigrants/tourists from overstaying 
their visas, and reward faithful allies? 

Ambassador Daniel Benjamin: 

Northern Distribution Network: 


The U.S. and NATO supply their forces operating in Afghanistan through the Northern 
Distribution Network (NDN) of land, sea, and air routes. Russia, Central Asian states and some 
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in the Caucuses participate in the NDN. According to Congressional Research Service, over 
50% of the non-lethal supplies entering Afghanistan now transit the NDN, and the percentage is 
expected to increase given the risks of shipping through Pakistan. 

Does the Northern Distribution Network (NDN) face increasing threats from 
terrorism? How is the United States assisting the regional states in defending the 
NDN from possible attacks? 

Cuttiniz of Fundiniz for Hamas and Hezbollah: 

Ambassador Benjamin testified that he has made urging Europeans to crack down on 
Hezbollah’s fundraising “a personal priority." 

Please list EU countries, which share the U.S. concern about the ability of Hezbollah 
to fundraise in Europe. 

Building CT Capacity in Albania: 

In your testimony, you mentioned that the U.S. builds Albanian capacity through the 
International Law Enforcement Academy, ILEA, in Bucharest. 

Please provide additional information about training and capacity building that the 
U.S. and our European allies have provided to Albania. 

Assistant Secretary Mark Kounians: 

DHS Personnel in Europe: 

According to its fact sheet. Department of Homeland Security has 400 permanent staff deployed 
in 21 countries in Europe. They execute various programs, including Airport Preclearance, 
Container Security Initiative, Electronic Crimes Task Forces, Immigration Advisory Programs, 
the Visa Waiver Program, etc. 

What training does the DHS personnel receive before and during their overseas 
assignments? Do they leverage State Department’s language of foreign service 
schools? 

Immigration Advisory Program (lAP): 

Mr. Koumans, in your testimony, you indicated that lAP is currently active at seven European 
airports. 


Which airports is the lAP active at? What is the U.S. doing to extend this program 
to other airports? What are the challenges in extending lAP to other airports? 
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DHS Cooperation with Turkey: 


Mr. Koumans, in your testimony, you mentioned the U S. DHS CT cooperation with Turkey. 
You also indicated that DHS would like to extend and broaden its work with Turkey. 

What are the challenges to expanding DHS/USG CT cooperation with Turkey? 


[Note: Responses to the above questions were not received prior to printing.] 



85 


Page 1 of 1 


Questions/Statement for the Record of the Honorable Ted Poe 
Committee on Foreign Affairs, LI.S. House of Representatives 
Hearing: “Overview of Security Issues in Europe and Eurasia” 
Thursday, May 5, 2011 

Ambassador Daniel Benjamin and Assistant Secretary Mark Koumans: 

On November 29, 2010, the Washington Times reported that diplomatic cables released by 
Wikileaks contained information regarding the transfer of arms by Armenia to Iran. According 
to the Times, the cables reveal that the Government of Armenia transferred rockets and machine 
guns to the Government of Iran. These weapons, Armenian-supplied rocket propelied grenades, 
were eventually transferred to insurgents in Iraq and used to kill aU.S. soldier and wound 
several others on January 3 1 , 2008. Are you confident that Armenia has stopped transferring 
weapons to Iran? What sort of consequences, if any, have there been for Armenia since it was 
discovered in 2008 that they gave weapons to Iran that were then given to insurgents in Iraq who 
killed Americans? 


[Note: Responses to the above questions were not received prior to printing.] 
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